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Abstract—Vehicular edge computing (VEC) extends edge computing to vehicular networks by exploiting computation resources
of vehicles to offload tasks from other vehicles and pedestrians.
However, VEC faces several critical challenges such as the
potential security issues caused by untrusted and opaque environment and the lack of incentive mechanism under asymmetric
information scenario. To solve the above challenges, we propose
a consortium blockchain for secure resource sharing in VEC. We
first design multi-step smart contracts to achieve secure resource
sharing and defend against the malicious behaviours of service
requesters and vehicles with selfish purposes. Then, a byzantine
fault tolerance-based proof-of-stake (BFT-based PoS) consensus
protocol is applied in consortium blockchain to reach consensus
efficiently. Furthermore, we design a contract-based incentive
mechanism to motivate vehicles to share their computation
resources with service requesters. The optimal contracts are
derived to maximize the service requesters’ expected utility as
well as social welfare. Finally, simulation results demonstrate that
the proposed incentive mechanism is more effective and efficient
than the traditional schemes.
Index Terms—Consortium blockchain, vehicular edge computing, resource sharing, contract-based incentive mechanism.

I. I NTRODUCTION
ITH the rapid advances of vehicular networks and technologies, the emerging vehicular applications and the
exponential growing data have naturally led to the increased
demands of both computation and communication resources
[1], [2]. As a consequence, the performance requirement
on the stringent quality of service (QoS) poses challenges
to the existing cloud computing which suffers from long
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delay incurred by complex backhaul networks [3]. Recently,
vehicular edge computing (VEC) is proposed to address the
exponentially increasing demands of vehicles on low delay
and alleviate the heavy burden on the cloud computing.
VEC is defined as the integration of mobile edge computing
with vehicular networks [4]. Due to the high cost of deploying
additional edge servers, it is necessary to make full use of
the available resources from the existing entities in vehicular
networks [5]. To support the delay-sensitive vehicular applications (e.g., autonomous driving), modern vehicles are expected to be equipped with powerful and advanced computing,
storage and communication devices. It is forecast that a large
number of connected vehicles can be seen as light-weight
edge computing nodes in VEC. These edge computing nodes
can share their computation resources with proximity service
requesters for various delay-sensitive applications. The delaysensitive tasks can be offloaded to the proximity vehicles to
reduce network hops, which not only minimizes service delay,
but also alleviates the network congestion without deploying
additional edge infrastructures.
Despite the potentials mentioned above, there are still many
challenges for secure and efficient resources sharing in VEC.
First, due to the self-interest and autonomy of the vehicles and
service requesters, they may behave uncooperatively during
the resource sharing services. The risk of harmful selfish
behaviors reduce the incentives of participants to cooperate
with each other. Second, various malicious behaviours may
threaten the netowrk security and the privacy of participants
such as privacy disclosure [6], sybil attack [7], and transaction falsification [8], etc. Third, traditional data center store
transaction records in a centralized manner. It is vulnerable to
potential threats such as the single point failure and the data
forgery. Therefore, it is urgently necessary to design a secure
resource sharing system in VEC.
Existing work assumes that vehicles may share their computation resources voluntarily [9]. However, the energy cost
is incurred by offloading tasks, vehicles may refuse to share
their computation resources with service requesters without
compensation. Here, the challenge is to design an effective
incentive scheme tailored to the resource sharing problem
while meeting the mutually utilities of both service requesters
and vehicles. Besides, there is an information asymmetry
scenario where the service requesters are not aware of the
private information of the vehicles. In this case, vehicles may
be untruthful and cheat service requesters by asking for more
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rewards and contributing less resources. Therefore, it is still
open and vital to design an incentive mechanism to improve
the efficiency of resource sharing in VEC.
Recently, blockchain technology has been applied in many
domains, such as smart energy system [10], financial industry
[11], and industrial internet of things [12]. Motivated by
these developments, we exploit the consortium blockchain
technology to develop a secure resource sharing system in
VEC. First, we design multi-step smart contracts to achieve
secure resource sharing in VEC and defend against the malicious behaviours of participants with selfish purpose. Second, a byzantine fault tolerance-based proof-of-stake (BFTbased PoS) consensus process is applied to provide fast and
deterministic block finalization. Third, we design a contractbased incentive mechanism to motivate vehicles to share their
computation resources with service requesters under asymmetric information scenario. The optimal contracts are derived to
maximize the service requesters’ expected utility as well as
the social welfare. Finally, simulation results show that the
proposed incentive mechanism is more effective and efficient
than the traditional schemes. The contributions and challenges
that the paper aims to address are summarized as follows.
• We propose a consortium blockchain for secure computing resource sharing in VEC. Based on consortium
blockchain, we propose a secure computation resource
sharing framework in VEC to record resource transactions
without trusted intermediaries in distributed, immutable
and verifiable ledgers.
• We design multi-step smart contracts to achieve secure
resource sharing in VEC and defend against the malicious behaviours of participants with selfish purpose. A
BFT-based PoS consensus protocol is applied to reach
consensus in VEC in an efficient manner.
• We present a contract-based incentive scheme to motivate
vehicles to share their computation resources with service requesters under asymmetric information scenario.
Numerical results demonstrate that the proposed contractbased incentive scheme is more efficient than other traditional schemes.
The rest of this paper is organized as follows. Related work
is presented in Section II. Section III introduces the system
model of consortium blockchain in VEC. The smart contracts
design for secure resource sharing and the BFT-based PoS
consensus process are presented in Section IV. The contract
formulation and solution are given in Section V. Numerical
results and security analysis are presented in Section VI before
the paper is concluded in Section VII.
II. R ELATED W ORK
A. Vehicular Edge Computing
Recent studies have proposed VEC paradigm to integrate
mobile edge computing with vehicular networks. Dai et al.
[13] proposed a joint load balancing and offloading problem
for maximizing system utility in VEC. Huang et al. [14] focused on reputation management to ensure security protection
and improve network efficiency in VEC. Zhou et al. [15]
proposed an alternating direction method of multipliers-based
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energy efficient resource allocation algorithm for in-vehicle
UEs with limited battery capacity in VEC framework.
To provide computation offloading services in VEC by
utilizing the onboard resources of vehicles, Xiao et al. [16]
studied the task offloading problem in VEC and designed
learning-based task offloading algorithms based on the multiarmed bandit theory. Qiao et al. [17] proposed a collaborative
task offloading and output transmission mechanism to guarantee low latency as well as the application-level performance
in vehicular edge multi-access networks. Huang et al. [18]
introduced parked vehicle edge computing to enhance resource
capacity of vehicular networks explore opportunistic resources
by utilizing resources from parked vehicles. However, the
information security and privacy protection issues in VEC are
still not fully discussed in most of the existing works.
B. Vehicular Blockchain
Recently, there exists an increasing number of studies on
blockchain in vehicular networks. Kang et al. [19] presented
a secure P2P data sharing system in vehicular computing
and networks by using consortium blockchain and Proof-ofWork (PoW) consensus scheme. Wang et al. [20] proposed
a data security sharing and storage system based on the
consortium blockchain and joint PoW and Practical Byzantine
Fault Tolerance (PBFT) consensus scheme. Yang et al. [21]
proposed a blockchain-based decentralized trust management
system in vehicular networks by employing the joint PoW and
Proof-of-Stake (PoS) consensus mechanism.
Due to the fast mobility of vehicles in vehicular networks,
the consensus algorithm with a short period in the process of
reaching an agreement is better than a computational-based
algorithm (i.e., PoW). Li et al. [22] proposed an efficient
and privacy-preserving carpooling scheme using blockchainassisted vehicular fog computing based on PoS consensus
scheme. Kang et al. [23] introduced blockchain-enabled Internet of vehicles for secure P2P vehicle data sharing by
using enhanced Delegated PoS consensus scheme. Li et al.
[24] proposed CreditCoin which is a novel privacy-preserving
Blockchain-based incentive announcement network with vehicular announcement based on PBFT consensus scheme.
III. S YSTEM M ODEL
A. Network Model
Fig. 1 shows the system model of the consortium blockchain
for secure resource sharing in VEC. As shown in Fig. 1, the
hash-chained block is composed of the transaction record of
resource sharing. Each block contains two parts, the block
head and the block body. The block head contains a cryptographic hash value of the prior block. The body of the block
stores the transaction records over a period of time.
We consider that there are existing multiple followers (i.e.,
service requesters and vehicles) and multiple validators (i.e.,
RSUs). Both followers and validators must be authorized
in registration authority before joining the blockchain. The
database is used to store the transaction records which are
audited and confirmed by validators. The local database can
be mobile edge computing server or fog server. They are
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Fig. 1: Consortium blockchain for secure resource sharing in VEC.
deployed at the edge of the vehicular networks and have
sufficient storage resources to handle the massive data records
in VEC. The details of network entities in the system model
are introduced as follows.
• Service requesters: Service requesters act as followers
in the consortium blockchain. Due to the lack of computation resources, the service requesters are willing to pay
for the task offloading services and offload delay-sensitive
tasks to the proximate vehicles.
• Vehicles: Vehicles are also followers in the consortium
blockchain. Vehicles can receive rewards by sharing computation resources with service requesters. The onboard
resources can be virtualized through container technology. Containers are relatively lightweight virtualization
instances within virtual machines (VMs) [25]. Compared
with VMs, containers work with higher start-up speed and
lower hardware overheads. Fig. 1 shows that the vehicular
containers share kernel instances, host operation system,
and hardware infrastructure.
• Roadside units: The authorized RSUs act as validators in the consortium blockchain. Each RSU collects
transaction records, verifies data integrity, and maintains
a consortium blockchain. The leader RSU is selected
from all RSUs based on the amount of stakes which is
the number of resource sharing records. The encrypted
resource sharing records are uploaded and stored in the
local database to reduce storage cost of RSUs.
B. Threat Model
In VEC, malicious participants, i.e., service requesters or
vehicles, may pose serious threats to the network security and
the privacy by performing various attacks. Specifically, the
malicious behaviours of participants are listed as follows.
• Privacy leakage: Traditional central data center easily
suffers from single point of failure. If the central data
center is compromised, private information of service
requesters and vehicles may be revealed.
• Node impersonation: A malicious node may pretend
to be some other nodes in VEC and claims that it has

•
•

•

participated in some transactions for resource sharing
service to gain benefits.
Flooding attacks: A malicious service requester may
flood the system by submitting forged requests.
Spoofing attacks: A malicious vehicle may upload misleading processing results to cheat service requester for
money without consuming energy. In addition, a malicious vehicle may pretend to accept task from a service
requester and refuse to feedback results.
Repudiation attacks: A malicious service requester may
pretend not to receive any results from vehicles and deny
to pay the money for the resource sharing services.

C. Utility of Service Requester
The set of service requesters in the consortium blockchain
is denoted as R = {r1 , ..., ri , ..., rI }. The set of vehicles in the
consortium blockchain is denoted by V = {v1 , ..., vj , ..., vJ }.
The service requesters are resource consumers who have
delay-sensitive tasks to be executed. Each task is denoted as a
4-tuple as ηi = {si , κi , tmax
, ξi } , i ∈ I. Here, si , κi and tmax
i
i
denote the data size, the mapping from bit to CPU cycles, and
the maximum delay tolerance of ηi , respectively.
We consider that each vehicle is allocated with orthogonal
channel. There is no co-channel interference among vehicles
and service requesters. Considering the data are transmitted
from the ri to the vj , transmission rate wij between the ri and
the vj can be denoted by
(
)
2
−α
p
d
|h
|
i
i,j
i,j
wij = Blog2 1 +
,
(1)
N0
where B denotes channel bandwidth, pi represents the transmitting power of the ri , di,j is the distance between the ri and
the vj , α is the pathloss exponent, hi,j represents the Rayleigh
channel coefficient with a complex Gaussian distribution and
N0 denotes the power of the additive white Gaussian noise.
The transmission time of ηi from ri to vj can be given by
si
(2)
tui,j = j ,
wi
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Note that prior work [26] typically assume that the output
of the computation results is of small size, and thus the
downloading time of the computation result is negligible.
Since the vehicles move fast on the road, and the resource
sharing service may fail if the vehicles leave the transmission
range of service requesters. We assume that the vehicles travel
on a two-lane twodirectional road. The dwell time of vj inside
d
the communication range of ri is denoted as τi,j
. Based on
d
u
[9], the resource sharing will fail if τi,j < ti,j . We assume
that ri is located along the road side and its communication
d
range as a circle with a diameter, τi,j
can be calculated as
d
τi,j

dˆi,j
,
=
v̄j

(3)

where dˆi,j represents the distance between the location of vj
and the endpoint of the circle in the direction of the vehicle,
and v̄j denotes the average velocity of vj .
When the task ηi is offloaded to vj , the task execution time
tei,j is computed by
κi si
tei,j = j ,
(4)
fi
where fij denotes the amount of computation resources which
are shared by the vj with ri . It is essential for vehicles to
guarantee the low-latency requirements of service requesters.
According to [27], the saved time in completing ηi compared
to tmax
is denoted by ∆ti which is given by
i
∆tji = tmax
− tei,j − tui,j ,
i

(5)

The utility of ri is defined as the saved delay utility minus
the rewards given to the vehicle and is defined as
)
∑ j ∑(
Ui =
Ui =
ξi ∆tji − πij .
(6)
j∈J

j∈J

where the saved delay utility ξi ∆ti can be obtained by
finishing ηi , ξi represents the unit utility of saved time, and
πij denotes the rewards which are given by ri to vj .
D. Utility of Vehicle
The utility of vehicle is defined as the rewards minus the
energy cost for tasks execution. The energy cost of vehicle
is modelled by a quadratic function [28]. The utility of vj is
given by
)
∑ j ∑( j
2
Vj =
Vi =
πi − κi si ej εj fij ,
(7)
i∈I

i∈I

where ej and εj denote the energy cost coefficient and
the constant determined by the switched capacitance of vj ,
respectively.
We consider an asymmetric information scenario in VEC,
where the service requesters are not aware of each type of vehicle (i.e., energy cost coefficient and the constant determined
by the switched capacitance). Instead, they only know the
general information of the possible types of vehicle, including
the set of their type and the probability that a vehicle belongs
to each type.

Service requesters

Vehicles

Smart contracts
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Public keys and address
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Publish tasks with contracts
and send reward and deposit

Receive contracts

Respond to tasks
and send deposit
Tasks offloading
Return computation result
Upload computation result
Tasks verification
Send deposit to service requester

Send reward and deposit
to the vehicles

Fig. 2: Smart contracts for secure resource sharing in
consortium blockchain.
Definition 1: The service requesters sort the vehicles into
multiple discrete types. Based on Eqn. (7), the type θij is
defined as
1
∆
θij =
,
(8)
κi si ej εj
where the lower ej and εj , the
{ higher type} of vehicle. The set
of type is denoted as Θi = θi1 , θi2 , ..., θiJ , ∀i ∈ I. Here, Θi
is sorted in an ascending order and follows θi1 < ... < θij <
... < θiJ , ∀i ∈ I.
We consider that the service requesters only know the
probability of the vehicles belong to a certain type-θij based
on historical observation data. The probability
∑ that the vehicles
belong to the type θij is denoted by βij , and j∈J βij = 1, ∀i ∈
I. Based on (7) and (8), the utility of vj can be rewritten by
(
2)
∑
f ji
j
Vj =
πi − j .
(9)
θi
i∈I
E. Social Welfare
The social welfare is defined as the summation of the
utilities of both the service requesters and vehicles. Based on
the utility of service requester in Eqn. (6) and the utility of
vehicle in Eqn. (9), the social welfare is given by
(
2)
) ∑∑
∑∑( j
f ji
j
j
Γ=
Ui + Vi =
ξi ∆ti − j . (10)
θi
i∈I j∈J
i∈I j∈J
The rewards πij , ∀i ∈ I, ∀j ∈ J are cancelled out in the Eqn.
(10). The social welfare is the saved delay utility minus the
energy cost during the resource sharing, which is equivalent
to maximize the efficiency of the whole system.
IV. S MART C ONTRACTS D ESIGN FOR S ECURE R ESOURCE
S HARING
A. Smart Contracts Design
Smart contracts are a set of predefined scripts that are
deployed on the blockchain. Smart contracts execute independently and automatically in a prescribed manner on the
blockchain. Multi-step smart contracts for secure resource
sharing are designed as follows.
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1) Identity registration: All participants must be authorized
in a registration authority by binding their realistic identities,
such as identity card and driver’s license. Let’s take m-th
service requester and n-th vehicle as example. The participants
with true identities will obtain the public keys, private keys
and the certificates by using elliptic curve digital signature
algorithm and asymmetric cryptography (i.e., (pkm , skm ),
(pkn , skn ), and (certm , certn )).
2) Posting request: The request from m-th service requester
includes digital signature, task details, a series of contract
items, deposit and a timestamp. The m-th service requester’s
request is denoted by
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5) Computation verification: After the task is completed,
the processing results are transmitted to the service requester
and uploaded to RSUs for computation verification. The RSUs
first audit the identity of the vehicle, and then verify the
validity of the results. If the results are verified successfully,
the rewards in the smart contracts will be given to the vehicle
and the deposits will be refunded to them. Otherwise, rewards
and deposit will be given to the service requester. The deposits
from the vehicle will be confiscated as a penalty.

B. Performing Consensus Process

PoW consensus process has been widely used in the application of blockchain. However, PoW is not appropriate for
vehicular networks, because many devices (i.e., RSUs) with
limited computation capacity are not suitable for mining. In
task Im = ( sizem ∥ compelxitym ∥ max delaym ),
addition to consuming huge computing resources and energy,
the delay is also an essential factor that hinders the application
contractm = ( contract1m contract2m · · ·∥ contractJm ).
of PoW in vehicular networks [29]. The high delay might
cause accidents or traffic jams on the road. Moreover, PoW
where En (.) is the encryption function. Here, task Im de- mechanism is designed for public blockchain. Thus, the identinotes the details of the task requirements such as size sizem , ties and the credibilities of participants can not be audited and
computational complexity compelixitym , and maximum de- measured. On the contrary, all participants have to register in
lay tolerance max delaym . In addition, contractm denotes registration authority before joining the consortium blockchain
the set of contract items which are the resource-reward pairs, and their identities can be audited.
depm denotes the deposit paid by service requester and tsm
The BFT-based PoS mechanism combines PoS mechanism
is the timestamp for request generation.
with BFT consensus process [30]. BFT mechanism guaran3) Responding request: After receiving the request, the tees the properties of low-confirmation delay, deterministic
vehicle first check the validity of the identity based on the agreement and liveness in Byzantine environment [31]. For
digital signatures certm . Then, the vehicle decides whether to the security and the efficiency, the BFT-based PoS consensus
accept the task based on the task requirements and the set of mechanism is suitable for vehicular networks. Fig. 3 shows
contract items. If the vehicle decides to accept the task, the an overview of a typical round of BFT-based PoS consensus
vehicle will reply as
applied in vehicular networks. Each round includes the selection of a leader RSU and the RSUs voting consensus process.
Repn = Enpkn ( certn ∥ pkn ∥ contractjm depn ∥ tsn ),
Several steps of the consensus process are as follows.
1) Leader selection step: A leader RSU is selected with the
j
j
j
probability
proportional to its deposited stakes at each round.
contractm = (resourcem , rewardm ).
Each RSU’s stakes are the number of resource sharing records
where the digital signature certn is used to check the validity. generated within its coverage. The RSU’s stakes are directly
The public key pkn is used to authenticate the signature. The determined by the mobility and distribution of the vehicles.
2) Request step: The resource sharing records are collected
selected contract item is denoted by contractnm . Similarly,
during
a time period and packaged into a block by the RSUs.
depn denotes the deposit paid by the vehicle, and tsn is the
The
service
requester sends a request to any RSUs and starts
timestamp for response generation. The resource-reward pair
j
j
the
service
of
the consensus process.
in contract item is denoted as (contractm , resourcem ).
3) Propose step: The leader RSU acts as a proposer and
4) Task offloading: After receiving the response from the
vehicle, the service requester verifies the digital certificate and selects resource sharing records ordered by timestamp. The
the identity of the vehicle. Then, the task is transmitted to selected resource sharing records are packaged into a new
the vehicle, and the vehicle begins to execute the task. After block and broadcast to the other RSUs. As shown in Fig. 3,
finishing the task, the vehicle uploads a resource sharing record only the leader RSU broadcast a new block to the other RSUs
Ctxnm to a nearby RSU. The resource sharing record Ctxnm at the propose step.
is denoted by
4) Pre-vote step: Each RSU audits the resource sharing
records in the block received from the leader and compares
Ctxnm = Enpkm ( IDCtxnm certm taskm ∥ contractjm tsnm ). them with local replicas. Then, each RSU broadcasts a prevote which includes the digital signature and listens for prewhere IDCtxnm represents the hash digest of transaction Ctxnm , votes from other RSUs. If more than one-third of the RSUs do
taskm denotes the task and tsnm represents the timestamp for not send a pre-vote message, the consensus process will fail
transaction generation.
and a new round of consensus will start with a new leader.
Reqm = Enpkm ( task Im ∥ contractm ∥ depm ∥ tsm ∥ certm ),

2327-4697 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
Authorized licensed use limited to: British Telecommunications via the BT Library. Downloaded on January 26,2021 at 17:10:54 UTC from IEEE Xplore. Restrictions apply.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TNSE.2020.3004475, IEEE
Transactions on Network Science and Engineering
JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

Leader selection
Round t-1

Request

6

Leader selection
Round t

Propose

Pre-Vote

the optimization problem (11), the complicated IR and IC
constraints are simplified through following lemmas.
Lemma 1: For any feasible contract conforming to IC
constraints, θij > θik if and only if πij > πik and πij = πik if
and only if θij = θik , ∀i ∈ I, ∀j, k ∈ J(.
)

Round t+1

Pre-Commit

Commit

Service
Requester

Lemma 2: For any feasible contract πij , fij , ∀i ∈ I, ∀j ∈
J , the inequalities follows,
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0 ≤ fi1 ≤ · · · ≤ fij ≤ · · · ≤ fiJ ,
0 ≤ Vi1 ≤ · · · ≤ Vij ≤ · · · ≤ ViJ .
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RSU
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Fig. 3: BFT-based PoS consensus process for consortium
blockchain.
5) Pre-commit step: After receiving pre-vote messages
from more than two-third of RSUs, each RSU broadcasts precommit messages to other RSUs. After that, each RSU listens
for the pre-commit from other RSUs.
6) Commit step: If less than two-third of RSUs send precommits, the block will fail to commit and a new round will
begin with a new leader. Otherwise, the block is committed
successfully and each RSU replies to the service requester.

(12)

Proof 1: Due to the space limitation, the proof of Lemma
1 and Lemma 2 are omitted here. A similar proof can be seen
in [34].
Lemma 3: Suppose the IC constraints in the optimization
problem (11) are satisfied for all types of vehicle, the IR
constraints can be replaced by
2

πi1 −

fi1
= 0, ∀i ∈ I.
θi1

(13)

Proof 2: Since the IC constraints in (11) holds for all types
of vehicle, and the types satisfy θi1 < θi2 < · · · < θij < · · · <
θiJ , ∀i ∈ I, we have

V. O PTIMIZATION P ROBLEM AND S OLUTION
A. Contract Formulation
Due to the information asymmetry, the service requesters
design a set of feasible contract items for vehicles to select.
The vehicles decide whether to accept the contract based
on their utilities. The utility of vehicle has to comply with
the feasibility constraint on the individual rationality (IR)
and incentive compatibility (IC) for all types of vehicle. The
optimal contract is derived to maximize the service requesters’
expected utility as well as the social welfare. The optimization
problem is formulated as
∑∑
max
N βij Ui
j
j
(fi ,πi ) i∈I j∈J
∑ j
s.t.(11a) fij > 0,
fi ≤ fjmax , ∀i ∈ I, ∀j ∈ J ,
(11b) πij −
(11c) πij −

≥ πik −

−

fij

2

θij

fi1

≥ πi1 −

2

θij

2

≥ πi1 −

fi1
≥ 0.
θi1

(14)

Therefore, we can see that if the IR constraint of type θi1 , ∀i ∈
I is satisfied, the IR constraints of all types of vehicle will
hold as well. This completes the proof.
Lemma 4: With monotonicity, the IC constraints in the
optimization problem (11) can be simplified as the local
downward incentive compatibility (LDIC):
πij −

fij

2

θij

≥ πij−1 −

fij−1

2

, ∀i ∈ I, ∀j ∈ {2, ..., J} ,

θij

(15)

and the local upward incentive compatibility (LUIC):

i∈I
2
fij
θij
2
fij
θij

πij

2
fik
, ∀i
θij

(11)
∈ I, ∀j, k ∈ J ,

≥ 0, ∀i ∈ I, ∀j ∈ J .

where N is the total number of vehicles. Constraint (11a) is the
limit of computation capacity of the vehicles. The IC constraint
in (11b) guarantees that the type-θij vehicles can reach the
maximum value by selecting the contract item that fits their
corresponding type. The IR constraint in (11c) guarantees that
the utility of each type of vehicle is positive.
Note that the optimization problem (11) with the complicated IR and IC constraints are not-convex and coupled among
different types of vehicle. To obtain the optimal solutions for

2
fij
j
πi − j
θi

≥

2
fij+1
j+1
πi − j , ∀i
θi

∈ I, ∀j ∈ {1, ..., J − 1} , (16)

Proof 3: See Appendix A.
Lemma 5: Suppose the utility of service requester is maximized, i.e., the optimal contract is obtained, the IC constraints
can be further simplified as
πij −

fij

2

θij

= πij−1 −

fij−1

2

θij

, ∀i ∈ I, ∀j ∈ {2, ..., J} .

(17)

Proof 4: See Appendix B.
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Consequently, the optimization problem (11) can be reformed as
∑∑
max
N βij Ui
j
j
(fi ,πi ) i∈I j∈J
∑ j
s.t.(18a) fij > 0,
fi ≤ fjmax , ∀i ∈ I, ∀j ∈ J ,
i∈I

(18b) πij −
(18c) πi1 −

2
fij
θij
2
fi1
θi1

= πij−1 −

fij−1

2

θij

, ∀i ∈ I, ∀j ∈ J ,

(18)

= 0, ∀i ∈ I,

Based the Lagrangian function, the dual problem of the
original optimization problem (19) is defined as

(18d) fi1 ≤ ... ≤ fij ≤ ... ≤ fiJ , ∀i ∈ I.
B. Solution
To solve the simplified optimization problem (18), we can
solve the relaxed problem without monotonicity constraint
(18d). Then, we can check whether the solution to this
relaxed problem satisfies the monotonicity constraint (18d). By
iterating the constraints (18b) and constraint (18c), we have
∑ f k − f k−1
fi1
i
i
+
k
θi1
θ
i
k=2
(
)
j
j2
∑
fi
1
1
2
= j +
− k fik−1 ,
k−1
θi
θi
θi
k=2
2

j

2

2

πij =

(19)

∀i ∈ I, ∀j ∈ {2, ..., J} .
πij , ∀i

All
∈ I, ∀j ∈ J can be replaced by (18c) and (19)
in the optimization problem (18). The optimization problem
(18) becomes
)
( (
)
∑∑
2
κ
s
s
i
i
i
j
j
j
− j − j − g i fi
max
N βi ξi tmax
i
fi
ri
{fij }
i∈I j∈J
∑ j
s.t.(20a)
fi ≤ fjmax , ∀j ∈ J ,
i∈I

(20b) fij > 0, ∀i ∈ I, ∀j ∈ J .
where gij is given by

(
J

∑
∑
 J−1
1

βik −
j
θij
j=1
gi =
k=j

J

 βJi , i ∈ I, j = J.

1

J
∑

θij+1

k=j+1

(20)

min L
λ,δ

(24)

s.t. λ ≥ 0, δ ≥ 0.

The solutions of the optimization problem (24) is equivalent
to the solutions of the original optimization problem (20). In
the optimization problem (20), the objective function is convex
while each of the constraints is closed proper convex, causing
that a unique solution (f ∗ , λ∗ , δ ∗ ) in the optimization problem
(24) could satisfy the KKT conditions, which are given by

N βij ξi κi si
∂L

− 2gij fij − λji + N βij δj = 0,
j =

j2
∂f

f
i
i



 λji ≥ 0
(25)
λji fij = 0,


 δj ≥ 0,

)
(


 δ ∑
f j − f max = 0.
j

i∈I

i

j

∑

1) Case 1: When i∈I fij − fjmax < 0 and fij > 0, i.e.,
δj = 0 and λji = 0, we have the optimal solution
√
N βij ξi κi si
j
(26)
fi = 3
.
2gij
∑
2) Case 2: When i∈I fij − fjmax = 0 and fij > 0, i.e.,
δj > 0 and λji = 0, we have
N βij ξi κi si

)
βik

where δ and λ are the lagrange multipliers of the constraints
(20a) and (20b), respectively. f , λ and δ are denoted as




... ... ...
... ... ...
f =  . . . fij . . . , λ =  . . . λji . . . ,
... ... ...
... ... ...


δ1 0 . . . 0
(23)
 0 δ2 . . . 0 


δ= . .
.
.. . . . 0 
 ..

0 0 . . . δJ

2
fij

, i ∈ I, 1 ≤ j < J,

− 2gij fij + N βij δj = 0.

(27)

The above equitation is rewritten as

θi

∑

(21)
N
β
U
i i is
i∈I

Lemma 6: The optimization function U =
a concave function on fij , i ∈ I, j ∈ J .
Proof 5: See Appendix C.
Note that the optimization function (20) is a concave function on fij , i ∈ I, j ∈ J . Besides, the constraint set is a convex
set. So we can solve the optimization problem given in (20)
by using the Karush-Kuhn-Tucker (KKT) conditions to get
∗
∗
fij and then πij can be calculated by (19). The Lagrangian
function of the optimization problem can be constructed as
∑
∑
∑
∑
L(f , λ, δ) = −
N βij Uij −
λj f j
i∈I
j∈J
i∈I
j∈J i i
[∑
]
∑
+
δj
fij − fjmax .
j∈J
i∈I
(22)

3

2

N βij ξi κi si − 2gij fij + N βij δj fij = 0.
By setting hji =

1
,
fij

(28)

we have
3

N βij ξi κi si hji − 2gij hji + N βij δj = 0.

(29)

On the bias of the root formula, we have the optimal solution:
∗
∗
∗
∗
hji 1 , hji 2 , hji 3 . If the hji k , k ∈ 1, 2, 3 satisfy the constraints,
∗
∗
∗
fij will be obtained with fij = h1j ∗ . Because fij =
ik

δj (N, βij , ξi , κi , si , gij ) is related to δj , we utilize the constraint
∑
j∗
max
= 0 to obtain the optimal δj∗ . Then bringing
i∈I fi − fj
∗
j∗
∗
δj into fi , the optimal computation resource fij is obtained.
∑
3) Case 3: When i∈I fij − fjmax < 0 and fij = 0, i.e.,
δj = 0 and λji > 0, fij = 0 contradicts the constraint (20b).
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TABLE I: SIMULATION PARAMETERS
Setting
200 m
10
10
10
1 MHz
30 dBm
−114 dBm
3.4
4−6 s
1 ∗ 102 − 2 ∗ 102 cycle/bit
4 ∗ 106 − 7 ∗ 106 bit
0.1 − 1
10−27 − 10−28
1 − 10
7 − 70 km/h
3 − 4 GHz

Fig. 4: Evaluation scenario with real-world map from
OpenStreetMap.
3

2.5

∑
4) Case 4: When i∈I fij − fjmax = 0 and fij = 0, i.e.,
δj > 0 and λji > 0, fij = 0 contradicts the constraint (20b).
With Case 1, Case 2, Case 3 and Case 4, the Lagrange multiplier λ is always equal to 0. When δj (N, βij , ξi , κi , si , gij ) >
0, the optimal solution is obtained with Case 2, otherwise, the
optimal solution is obtained with Case 1.
The solutions should be validated whether to meet the
requirement of the monotonicity constraint (18d). When the
′
optimal solutions are non-decreasing sequences, i.e., fij , ∀i ∈
I, ∀j ∈ J , these solutions are feasible. Otherwise, the infeasible solutions should be adjusted. Since Ui , ∀i ∈ I are
concave functions on fij , ∀i ∈ I, ∀j ∈ J , the infeasible
′
solutions fij , ∀i ∈ I, ∀j ∈ J can be replaced by feasible
solutions {
iteratively [33]. If }there exists an infeasible sub′
′
′
sequence fip , fip+1 , ..., fiq , we set
∗
fij

= arg max
{f }

q
∑

Us , i ∈ {p, p + 1, ..., q} ,

Type: θ 21
Type: θ 41

2

Utility of vehicle

Parameter
Radius of the service requesters communication coverage
Number of service requester I
Number of type J
Number of vehicle N
Bandwidth of service requesters B
Transmission power of service requesters pi
Noise power N0
Path loss exponent α
Maximum delay tolerance tmax
i
Mapping from bit to cycles κi
Size of task si
Unit saved delay profit coefficient ξi
Effective switched capacitance εj
Energy cost coefficient ej
Velocity of vehicle v̄j
Maximum computation resource of
vehicle fjmax

Type: θ 61
Type: θ 81

1.5

1

0.5

0

-0.5
1

2

3

4

5

6

7

8

9

10

Type of vehicle

Fig. 5: Utility of vehicle versus type of vehicle.
information scenario (CC) [34], and Stackelgerg game scheme
(SG) [35]. The system parameters are listed in TABLE I.
We conduct the blockchain simulation based on [36]. The
experimental equipment is with a 3.40 GHz I7 Intel processor
and 8 GB RAM.

(30)
B. Simulation Results

s=p
∗
fij , ∀i

After obtaining the feasible solutions
∈ I, ∀j ∈ J ,
∗
we can derive the optimal rewards pji , ∀i ∈ I, ∀j ∈ J based
on (18c) and (19).
VI. N UMERICAL R ESULTS AND A NALYSIS
A. Simulation Setup
The traffic conditions of the Four Ring Roads in Beijing,
China, is used as the evaluation scenario. The Four Ring Roads
is a famous district borne with the most heavy traffic burden.
The Four Ring Roads obtained from the OpenStreetMap is
shown in Fig. 4. The detail information and vehicular traffic
data is generated by using QGIS. The vehicles are marked as
blue icons. The vehicles travel on a two-lane twodirectional
road. The service requesters are randomly deployed along road
segments and have the same coverage radius.
For comparisons, the numerical results are obtained by solving the optimization problem by using the proposed contractbased incentive scheme under asymmetric information scenario (CA), contract-based incentive scheme under complete

The feasibility of the proposed contract-based scheme is
validated. We randomly select a service requester (i.e., i = 1).
Fig. 5 shows the utilities of type θ12 , type θ14 , type θ16 ,
and type θ18 vehicles when choosing all the contract items
(πij , fij ), i = 1, j ∈ J provided by the i-th service requester.
It can be seen that the utility of each type of vehicle can
reach the peak value if they choose the contract items that fit
their own corresponding types. Thus, we can conclude that the
IC constraints are guaranteed. Moreover, each type of vehicle
obtains a positive utility when selecting the optimal contract
item, which suggests that the IR constraints are satisfied. After
selecting the optimal contract items, the types will be revealed
to the service requesters. Thus the information asymmetry
between service requesters and vehicles can be addressed.
Fig. 6 shows the social welfare with respect to the increasing
number of service requesters. It can be observed that social
welfare under the three incentive schemes increases with the
number of service requesters. This is because the increase of
the number of service requesters can generate more utility for
both of the vehicles and the service requesters. In addition, the
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Fig. 6: Social welfare versus number of service requesters.

Fig. 8: Social welfare versus computation capacity of vehicle.
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Fig. 7: Utility of vehicle versus number of service requesters.
social welfare with CC scheme achieves the best performance.
This is because the CC scheme is solved under complete
information scenario, where the service requesters are fully
aware of the vehicle’s type and try to extract as much as profits
from the vehicles. Due to the information asymmetry between
service requesters and vehicles, service requesters have no
knowledge of the type of vehicle, the designed IC constraintbased CA scheme can only bring a approximate optimal social
welfare, which is upper bounded by CC scheme.
Fig. 7 plots the vehicle’s utility with respect to the increasing number of service requester. It can be seen that
the vehicle’s utility under three schemes increase with the
number of service requester. We can also see that the utility of
vehicle under CC scheme achieves the zero utility. Because the
service requesters know each type of vehicle in the scenario
of complete information and give the rewards to meet the IR
constraints. Therefore, the service requesters will extract the
benefits of vehicles as much as possible for their own utilities.
Fig. 8 shows the social welfare with respect to computation
capacity of vehicle. As shown in Fig. 8, the social welfare
increases with the computation capacity of the vehicle under
three schemes. This is because as the computation capacity
of the vehicle increases, the vehicle has more computation
resources. The vehicles can perform more tasks from service

0
3

3.1

3.2

3.3

3.4

3.5

3.6

3.7

Computation capacity of vehicle (Hz)

3.8

3.9
×10 9

Fig. 9: Utility of vehicle versus computation capacity of
vehicle.
requesters, which enhances the vehicles’ profits without affecting the revenue of the service requesters. Furthermore, it
can be also seen that the social welfare reaches the maximum
value under the CC scheme, followed by the CA scheme and
the SG scheme. The reason is similar to that of Fig. 6.
Fig. 9 shows the utility of vehicle versus the computation
capacity of the vehicle. As can be clearly seen that, in addition
to the CC scheme which remain at zero all the time, the
vehicle’s utility increases with the increase in computation
capacity under the CA scheme and the SG scheme. This is
because the larger the vehicle’s capacity, the more resources
the vehicle has. Thus, the vehicles can execute more tasks from
service requesters, which generates more profits. The reason
why the utility of vehicle remain zero under the CC scheme is
similar to Fig. 7. The utility of vehicle under the CA scheme
is much larger than that of the SG scheme in most cases.
Fig. 10 shows the social welfare with respect to type of
vehicle. As shown in Fig. 10, the social welfare under the
three schemes increases with the type of vehicle. This can
be explained that the higher type of vehicle contributes more
computation resources to service requesters and generates
more revenue. Social welfare under the CC scheme is the
upper bound, the reason is similar to Fig. 6. In addition, social
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Fig. 10: Social welfare versus type of vehicle.
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Fig. 11: Social welfare versus type of vehicle.
welfare under the CA scheme is higher than that under the SG
scheme in most cases.
Fig. 11 shows the utility of vehicle utility with respect
to type of vehicle. It can be seen that the vehicle’s utility
remains zero under the CC scheme. The reason is similar to
Fig. 7, the vehicle’s utility is extracted by service requester in
complete information scenario. The vehicle’s utility under the
CA scheme increases as the type of vehicle increases, which
suggests that the monotonicity of vehicle’s utility in Lemma
2 is satisfied. In addition, the utility of vehicle under the SG
scheme is reduced as the type of vehicle increases. This is
because with the increase of computation resources, the cost
of vehicle is higher than the rewards. Thus the vehicle’s utility
decreases with the increase of the type.
Fig. 12 shows that the optimal allocated computation resources as the type of vehicle increases. As shown in the Fig.
12, the optimal solutions of the contract under three schemes
increases as the vehicle’s type increases, which suggests that
the monotonicity of computation resource in Lemma 2 is
satisfied. We can also observe that the larger the vehicle’s
computation capacity, the higher the computation resource
to be contributed. This is because the larger the vehicle’s
computing capacity, the more tasks they can perform. Thus, the
vehicle can receive more rewards from the service requesters.

100

200

300

400

500

Number of transactions per second

Fig. 13: Confirmation time versus number of transactions per
second.
The impact of the number of transactions per second and
the number of RSUs on the blockchain performance is shown
in Fig. 13. The confirmation time increases as the number of
transactions per second increases. It can be also seen that the
gap between the 3 RSUs and 6 RSUs becomes larger with
the number of transactions per second. Because the scale of
the network becomes larger as the number of RSUs increases.
More communication phases between the RSUs are needed
to validate transactions when the number of RSUs becomes
higher. More transactions needed to be confirmed per second,
more the latency is accumulated to validate the transactions.
C. Privacy and Security Analysis
The privacy and security analysis are summarized as follows.
• Decentralization: The consortium blockchain in VEC is
distributed controlled by multiple RSUs. In addition, the
block is stored by each RSU after reaching the agreement.
Thus, the single point of failure can be avoided.
• Anonymity and identity authentication: Each participant is authenticated in registration authority with key
pairs. Instead of revealing true identities, participants
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communicate with each other by using unique public
keys, which prevents malicious users from tracking identities. Moreover, the private key of a participant is only
known by itself, and the node impersonation attack can
be defended against.
Integrity: Each resource sharing record must be audited
by authorized RSUs. The service requester cannot deny
to pay for the resource sharing service recorded in the
blockchain. It is infeasible to modify the block unless
more than 1/3 of RSUs are maliciously controlled by a
malicious user.
Request confirmation: Each request from service requester is submitted with deposit, which eliminates falsereporting behaviours. The deposit can be used to avoid
flooding attacks with forged requests. Besides, a vehicle
needs to submit a deposit after accepting the task, which
avoids the malicious vehicle refusing to feedback the
processing results.
Computation verification: Processing results uploaded
by vehicles are verified to meet the requirements of
service requesters. The deposit can defend against spoofing attacks from malicious vehicles which may upload
misleading results.
VII. C ONCLUSION

In this paper, we proposed a consortium blockchain for
VEC, to secure the resource sharing process between service
requesters and vehicles. First, identity registration, posting
request, task offloading, and computation verification were
organized and validated automatically through smart contracts
exection. Then, a BFT-based PoS consensus process was
applied in the VEC for efficient consensus. In addition, a
contract-based incentive mechanism was developed to motivate the vehicles to help offload tasks from service requesters.
The optimal contracts were derived to maximize the service
requesters’ expected utility as well as the social welfare.
Finally, numerical results showed that the proposed contractbased scheme not only satisfies contract feasibility in asymmetric information scenario, but also yields good performance
compared with other traditional schemes. For future work, we
will focus on the deep learning method to optimize resource
scheduling in VEC.
A PPENDIX A
P ROOF OF L EMMA 4
According to the IC constraints in (11b), we have two
LDICs as follows,
πij+1 −
πij

−

fij+1

fij

2

θij+1

≥ πij −

2

θij

≥

πij−1

−

θij

fij

2

,

(31)

,

(32)

θij+1

fij−1
θij

2

Based on Eqn. (31) and Eqn. (33), we have
πij+1 −

fij+1

2

fij

≥ πij −

θij+1

2

θij+1

fij−1

≥ πij−1 −

2

θij+1

,

(34)

Thus, we have
πij+1

−

fij+1

2

≥

θij+1

πij−1

−

fij−1

2

θij+1

,

(35)

The inequality (35) can be extended downward until type
θi1 , ∀i ∈ I, which can be shown as follows,
πij+1

−

fij+1

2

θij+1

≥

πij−1

−

fij−1

2

θij+1

≥ · · · ≥ πi1 −

fi1

2

θij+1

. (36)

Since the proof of LUIC simplification is similar to that of
simplifying LDIC, we omit the prove here. Therefore, we draw
a conclusion that the IC constraints can be replaced by the
monotonicity, the LDIC and the LUIC.
A PPENDIX B
P ROOF OF L EMMA 5
Suppose the LDICs are satisfied for all types of vehicle
θij , ∀i ∈ I, ∀j ∈ J . From LDIC in Lemma 4, we have
πij −

fij

2

θij

≥ πij−1 −

fij−1

2

, ∀i ∈ I, ∀j ∈ {2, ..., J},

θij

(37)

Notice that the LDIC will not be violated if both πij and
are reduced by the same amount. The service requesters’
utilities can be improved by reducing the πij until the equality
πij−1

fj

2

f j−1

2

holds, i.e., πij − θij = πij−1 − iθj , ∀i ∈ I, ∀j ∈ {2, ..., J}.
i
i
The other LDICs will not be affected by this process.
Actually, we can prove that if LDIC together with the
monotonicity holds, the LUIC holds. Since we have the
equality in Lemma 5, we obtain
(
)
2
2
θij πij − πij−1 = fij − fij−1 ,
(38)
By applying the monotonicity, i.e., if θij ≥ θij−1 , then πij ≥
πij−1 , ∀i ∈ I, ∀j ∈ {2, ..., J}, we have
(
)
(
)
θij πij − πij−1 ≥ θij−1 πij − πij−1 ,
(39)
Based on Eqn. (38) and Eqn. (39), we obtain
(
)
(
)
2
2
θij πij − πij−1 = fij − fij−1 ≥ θij−1 πij − πij−1 , (40)
Therefore, we can obtain LUIC as follows

θij−1 ,

πij

With the monotonicity, i.e., if
≥
then
≥
πij−1 , ∀i ∈ I, ∀j ∈ {2, ..., J}, and Eqn. (32), we obtain
)
(
)
(
2
2
θij+1 πij − πij−1 ≥ θij πij − πij−1 ≥ fij − fij−1 , (33)

πij−1 −

fij−1

2

θij−1

≥ πij −

fij

2

θij−1

.

(41)

Therefore, we conclude that the LUIC can be replaced by the
LDIC and the monotonicity.
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A PPENDIX C
P ROOF OF L EMMA 6
The function Ui is denoted as
[ (
)
]
∑
2
s
κ
s
i
i
i
j
j
j
Ui =
N βi ξi tmax
− j −
− g i fi
(42)
i
ri,j
fi
j∈J
where

(
J−1
J

∑
∑

1

βik −
j
j
θi
j=1
gi =
k=j

J

 βJi , i ∈ I, j = J.
θ

)

1

J
∑

θij+1

k=j+1

, i ∈ I, 1 ≤ j < J,

βik

i

(43)

Based on Ui , we give the derivatives as follows:

2N βij ξi κi si
∂ 2 Ui

,
=−
3

∂fij ∂fij

f ji


 ∂z2 Ui z = − 2N βizzξi κi si ,







∂fi ∂fi

∂ 2 Ui
∂fij ∂fiz
∂ 2 Ui
∂fiz ∂fij

fi 3

= 0,

(44)

= 0,

where z ̸= j and z, j ∈ J. Thus, the Hessian Matrix is denoted
as
 ∂2U

2
Ui
i
. . . ∂f∂1 ∂f
J
∂fi1 ∂fi1
i
i


..
..
..
,
H i =
.
.
.


2
2
∂ U
∂ U
. . . ∂f J ∂f J
∂f J ∂f 1
i
i

 i i1
(45)
2N βi ξ1 κ1 s1
.
.
.
0
−
3
1
f
i




..
..
..
=
,
.
.
.


J
2N βi ξJ κi si
0
... −
3
J
f
i

Hi ∈) RI×J . For non-zero vector x⊤
i
(where
1
2
xi , xi , . . . , xJi , we have

=

xi ⊤ (Hi + Hi ⊤ )xi =
−

2N βi1 ξ1 κ1 s1
3
fi1

2

x1i − · · · −

2N βiJ ξJ κi si
3
fiJ

2

xJi < 0.

(46)

Since xi ⊤ (Hi + Hi ⊤ )xi is negative definite, the function Ui
is concave function. The summation of concave functions are
still
∑ a concave function (i.e., the optimization function U =
i∈I Ui is a concave function). Additionally, the constraints
are affine and linear equalities. Therefore, the optimization
problem is a concave optimization problem.
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