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Abstract—Identifying an unfamiliar caller’s profession is important to protect citizens’ personal safety and property. Due to
limited data protection of many popular online services in some
countries such as taxi hailing or takeouts ordering, many users
encounter an increasing number of phone calls from strangers.
This may aggravate the situation that criminals pretend to be
delivery staff or taxi drivers, bringing threats to the society.
Additionally, many people nowadays suffer from excessive digital
marketing and fraud phone calls because of personal information
leakage. However, previous works on malicious call detection
only focused on binary classification, and do not work for
identification of multiple professions. We observed that web
service requests issued from users’ mobile phones which may
show their Apps preferences, spatial and temporal patterns,
and other profession related information. This offers us a hint
to identify unfamiliar callers. In fact, some previous works
already leveraged raw data from mobile phones (which includes
sensitive information) for personality studies. However, accessing
users’ mobile phone raw data may violate the more and more
strict private data protection policies or regulations (e.g. GDPR
71). Using appropriate statistical methods to eliminate private
information and preserve personal characteristics, provides a
way to identify mobile phone callers without privacy concern. In
this paper, we exploit privacy-preserving mobile data to develop
a model which can automatically identify four categories of
users: normal users, taxi drivers, delivery and takeouts staffs,
telemarketers and fraudsters, whom people contact with the
most times everyday. The validation results over an anonymized
dataset of 1,282 users with a period of 3 months in Shanghai
City prove that the proposed model could achieve an accuracy
of 75+%.
Index Terms—Mobile Big Data, Profession Prediction, Machine
Learning, Classification

I. I NTRODUCTION
With the increasing popularity of online services, such
as online shopping, food delivery ordering and taxi hailing,
there are significantly yearly growth of platform-to-consumer
delivery (8.2%) [1], restaurant-to-consumer delivery (6.8%)
[2], ride-hailing and taxi (17.5%) [3]. These make people
receive many unfamiliar phone calls from the delivery people
and the taxi drivers everyday. Moreover, many people are
suffering from digital marketing and fraud phone calls due to
the personal information leakage from phone number related
services. Criminals may pretend to be delivery men and
contact victims by making phone calls, which could cause
personal safety crisis and property loss. Similarly, fraud phone

and telemarketing calls lead to millions of financial loss every
year [4]. Therefore, it is critical for the mobile phone users
to recognize who is calling, in order to protect themselves
from potential dangers and losses. The phone identification
system is an effective way of solving the aforementioned
problems by providing information of each phone call in
advance. The phone identification system was originally developed for only identifying fraud phone calls, which was
then generalized to multiple categories by including delivery,
takeouts and taxi drivers since the prosperity of smart phones.
However, the currently in-service phone identification systems
face challenges in terms of efficiency and accuracy. Firstly,
all the phone identification systems are based on manual and
subjective reports and annotations from end-users. However,
due the lazy and untrustworthy end-users, the annotation rate
is very low (0.154) and many incorrect labels are generated
[5]. The incorrect labels could cause many inconveniences
for normal users (e.g. their phone calls may be refused by
others if they are mislabeled as fraud phones). To make the
service more accurate and avoid wrong information caused
by incorrect labels, only the phone numbers with enough
reported times could be released to the public by phone
labeling services providers. Therefore, there will be a long
gap for releasing the label information since a phone number
was first labeled. To overcome such kinds of problems and
improve the performances of the phone labeling systems, we
propose a model to automatically identify phone labels by
only leveraging mobile phone cellular data, and without any
artificial interventions.

Fig. 1. Baidu phone label search result.

Smart phones exchange a large amount of data traffic every-

day, which results in numerous Apps network traffic through
the cellular base station. The network requests could provide
lots of useful information, that enables us to study people’s
daily behaviors and living habits, which are highly related
to people’s occupation [6]–[10]. However, privacy-preserving
remains a critical issue for dealing with personal data [11],
[12]. Most of these personality studies use raw mobile phone
data including sensitive personal information such as locations,
Apps logs and charging records. Additionally, more detailed
personal data from surveys are included as well. The only
privacy concern of these works is encrypting personal IDs, that
the owners of the data are claimed to be protected. However, a
user could be re-identified even though the labels are invisible
[10], [12] as long as the input data remains unchanged.
Personal locations, Apps usages and activities could be used
to easily trace and re-identify a person. The personal data
protection policies are becoming more and more strict, using
sensitive information for personality identification may violate
these data protection regulations. GDPR (Art. 71) mentions
that private data such as personal preferences or interests,
reliability or behaviour, locations should be processed by
appropriate mathematical or statistical procedures for privacy
concern. Compared with where people visit (exact coordinates)
and what Apps people use (Apps log), how people move
and how people use smart phones are less sensitive. These
statistical parameters could not be used to reversely trace any
personal information and not violate any privacy protection
regulations.
In this work, based on our analysis on an anonymized
dataset from one of the largest telecommunication operators
in China, we focus on identifying phone labels among four
categories including normal users, taxi drivers, takeouts and
delivery, fraud and telemarketing. These four categories cover
a vast majority of the phone calls people receive nowadays
according to the dataset. Different from the binary classification problem of malicious call detection, four categories
classification could provide more information for end users to
protect them from any threat. The criminals could not pretend
to be delivery or takeouts men any more as they would be
identified as normal users. According to the information Apps
network traffic could provide and the professional attributes
of each category, we develop well constructed features by
statistical analysis, some non sensitive parameters based on
privacy eliminated data are created to model users’ patterns.
The features are mobility pattern, daily mobile data volume
distribution, Apps preference distribution. And the data is
constructed with a time duration of one day, it means that
with only the data of one day ,a user could be identified.
II. R ELATED WORKS
Mobile phone data has received increasing attentions from
data science researches, especially in social computing areas
[7]–[9], [13]–[15]. Some studies have analyzed the mobility
patterns of a population about city level [16]. They found
people’s moving distances follow a scale-free distribution.
Public health [17] and regional air pollution [18] could also

be inferred by mobile phone data. These studies analyzed
group behaviors and corresponding statistical parameters of
certain districts. With the development of high-speed cellular
networking technologies, users’ data volume also significantly
increases, which makes it possible for researchers to study
personal characters based on big data analysis [19], [20].
Researches like profession prediction, human activities prediction, age and gender prediction became popular as a result.
For example, mobile phone data is used to identify personalities and could implement multi-class classification [7], [8].
Especially the usage of Apps, is a main factor of identifying
personal characteristics [10], [20]. However, except the phone
based data these works also included other information like
age and gender from survey or questionnaires. Including
artificially collected data is inefficient and not suitable for real
time identification.
There are also many researches about detecting harass
phones or fraud phones by using mobile phone data for
run-time application, which are mostly considered as binary
classification problems [21]–[23]. Furthermore, most of these
studies used call detail records (CDR) data to accomplish
their predictive models [21], [24]. CDR data is very useful
for fraud phone detection because fraudsters are significantly
different from normal users in terms of dialing properties.
However, this is not sufficient for identifying strange callers’
professions, which is a multiple classification problem. People
of different professions like delivery men, taxi drivers and
telemarketers, are sharing a similar dialing properties as they
have to communicate with the customers very frequently. CDR
data could also provide location information by simply using
the base stations’ locations to indicate users’ locations [9],
[14], [24]. However it causes large bias because each tower is
in a fixed position and with a coverage of up to 1 kilometer
radius in most urban areas. GPS data could provide more
precise location information [25] and enables people to build
personal maps for mobility pattern analysis.
III. P ROBLEM STATEMENT
In this paper, we aim to develop a method to allow mobile
phone users to identify a caller’s occupation immediately when
they receive a call of unknown number. The data used for identification is the web service requests issued from the devices
and recorded by telecommunication operators, who could push
the identification results to end-users when necessary. Suppose
there are a set of mobile phone users U , each user has a phone
number pi , a label of profession li and mobile phone records
Ri , where U = {[p1 , l1 , R1 ], [p2 , l2 , R2 ], ..., [pn , ln , Rn ]}.
The mobile
phone records are web services requests, that

Ri = [time, request], [time, request], ... . T ime is
in the form of Y Y Y Y M M DDHHmmSS with a precision of seconds and the request is always formed like
www.xxx.com/...longitude = xx&latitude = xx/.... The
problem is using the data of Ri to identify the label of
profession li without any external data resource. Currently,
four categories of professions are included, where li ∈
{N ormal, Driver, Delivery, Harass}.
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Fig. 2. Modeling overview

Base on the information of web services requests, three
kinds of highly profession related and sensitive information
eliminated features are constructed: mobility pattern, request
volume, Apps preferences.
1) Mobility pattern: A user’s mobility pattern characterizes
the user’s overall movements throughout a day. A statistical
parameter, standard deviation (SD) is applied to describe
mobility. Because the location records are not always complete, using statistical parameter could maximally preserve
mobility characters. The four categories of professions have
very different moving ranges in every single working day.
2) Request volume: Request volume actually checks the
number of requests in different time periods, and it could
indicate people’s activeness. The more requests, the more
active is the user. Different professions have significantly
different active time periods. Request volume is different from
data volume, one request of video may generate much more
data transmission than several request of pure text. Therefore,
number of request is much more suitable for characterize
activeness.
3) Apps preferences: Apps preferences indicates how frequently each App is used. The Apps here are actually
web services extracted from the main domain name of
the requests, because the requests could be also generated by browsers or many other Apps. The main domain name is extracted by eliminating the prefix and suffix (i.e. diditaxi out of www.poiservice.diditaxt.com). Therefore, two different domains www.common.diditaxi.com.cn and
www.poiservice.diditaxi.com are referred to an identical main
domain name, which indicate a root related web service. Each
profession has its own several mostly frequently used services,
that results in its unique Apps preferences pattern.
Time length of the data is also considered to be a factor for
modeling. Each of the features could be computed by using

the data of arbitrary number of days, but at least one day is
needed. It is obvious that the more days of data, the better the
identification performance will be. The problem is how much
the accuracy improves with the increasing of time length of
the data. It addresses the question of the identifying efficiency,
which cares about if the data of one single day is enough to
identify a caller’s profession.
IV. M OBILE PHONE USERS IDENTIFICATION MODEL
A. Mobility pattern
Researchers found that mobility trajectories could help
identify personalities [10], [14]. In these works, users’ exact
coordinates are used to locate their work places and residential
places. Exact coordinates could provide the possibilities of
tracing where users are and thus may face the personal data
protection issues. However, using some statistical parameters
to characterize people’s mobility pattern instead of using exact
locations could avoid violating any data protection policies.
Because any information about how people move can not be
used to trace personal location. Mobility pattern is strongly
related to users’ professions, especially in workdays. Since
in holidays, people’s activities are self-related with high randomness, which means it is hard to find a common mobility
pattern for the people of an identical label if considering
their mobility in leisure time. For these reasons, we firstly
study users’ mobility patterns of active time (6:00-24:00) on
workdays. As shown in the Fig. 3(a), three typical users with
different labels are presented with their locations in one week.
Obviously, each category of users has its unique mobility
pattern. Taxi drivers cover a large area and have large ranges
in all directions. Takeouts and delivery staffs mostly serve
in certain regions with limited areas. While telemarketing
and fraud phone callers mostly show a strip like commuting
pattern, that indicates their commutes from their residences

to their offices. Normal users are not included in the figure,
because normal users’ mobility patterns are not similar and
are of large bias among different entities.
Taxi Driver
Telemarking
Delivery & Takeaway

the directions vary among different people. However, they are
different from the other professions in terms of the following
features. The number of directions used for characterizing a
person’s mobility pattern needs investigation in terms of both
accuracy and efficiency. As shown in Fig. 3(c), when increasing the number of directions, the accuracy remains almost the
same after more than 12 directions, that means using more than
12 directions will only increase the computational complexity
without any improvement to the performance.
B. User data volume in different time periods

(a) Locations of 3 different professions

(b) Sorted standard deviations of 12
directions

(c) Accuracy of different numbers
of directions

Fig. 3. Users’ mobility patterns in active time of workdays and its statistical
results

Base on the analysis above, we propose a standard deviation
based parameter to denote the mobility patterns of different
professions. The parameter contain the ranges of 12 evenly
distributed directions on the flat. For a given set of N points
and a certain direction d (angled with x axis of θ) , the range
of the points in direction d is:
Rθ 2 =

N
2
1 X
xi cos θ + yi sin θ − x cos θ + y sin θ
·
(1)
N 1

where N is the number of points, xi and yi are the longitude
and latitude of each point.
For each user, his/her daily mobility pattern is characterized
by a vector, containing ranges of several different but evenly
distributed directions. Additionally, the range vector is sorted
from maximum to minimum to eliminate the directional bias.
For a certain pattern, its sorted range vector remains the
same no matter how it rotates. As shown in Fig. 3(b), the
sorted ranges of 12 directions significantly differs among
three different professions. Drivers and telemarketers have a
decreasing trend of the sorted ranges, but driver’s range is
much larger than telemarketing and fraud users. Delivery men
have a balance pattern, there are rare differences among all
the directions. While for the normal users, their patterns are
somewhere between drivers and delivery men, there is no
unified pattern could be found because the differences among

Data volume can indicate the frequency of using mobile
phones. The more data volume, the more network requests
are generated, which also means mobile phones are more
frequently used. The data volumes in different time slices
are also related to professions. Each profession has its unique
pattern of active duration. As shown in Fig. 4, a day is divided
into 6 equal time slices: 6:00-9:00, 9:00-12:00, 12:00-15:00,
15:00-18:00, 18:00-21:00, 21:00-24:00. Data between 0 am
and 6 am are not included, because there are too few records
during this period. Since some Apps may automatically generate network requests when executing in background and this
kind of execution usually generates a large amount of requests,
there are many repeated requests within a second. These
large amounts of repeated requests within a short time could
significantly interfere the analysis of data usage in different
time periods. Therefore, for each time stamp, if a request
has many duplicated records, the duplicated records will be
deleted. Fig. 4 shows the distribution of number of network
requests for all the professions. Drivers and telemarketers
share a very similar data usage pattern, they are more active
than the other two professions after 18:00. For delivery staff,
their data volume is somehow evenly distributed in different
time slices and is more stable than the others. For normal
users, the data volume distribution is slightly different from
the delivery men’s. For each user, his data volume pattern
in a single day is created by calculating the daily network
requests distributions, which is a vector of six elements. The
ith element vi = ni /ntotal , where ni is the number of network
requests in time slice and ntotal is the number of requests in
a whole day.

Fig. 4. Data volume distribution in different time slices

C. Apps preference distribution
Mobile phone Apps usage plays an important role in personality studies [7], [8], [10], [26]. These works attempt to
figure out what Apps people use, what categories of Apps each
person prefers to use, as well as how someone use different
Apps. Apps log containing what Apps are used, when and
how long an App is used could easily leveraged by others to
forward advertisements to certain devices. For privacy concern,
plaintext of Apps names should not be contained in any
parameters. And the exact Apps’ names could not be used as
inputs directly unless they are transferred as numeric values.
For example, mapping each App to an integer. Moreover, there
are thousands of Apps are used by people, it is very complex to
create users’ Apps preference patterns when considering the
exact Apps. And there are new Apps released frequently, it
is impossible to maintain the mapping list when considering
the new Apps. A more efficient and more accurate way to
characterize users’ Apps preferences is finding the distribution
of ten mostly used Apps, regardless of the exact host names.
Each network request is related to a web service, which could
be found from the host. The Fig. 5 shows the averaged daily
Apps usage distribution (sorted from the most frequently used
to the least frequently used) of four categories. Except normal
users, other professions all have an steep descend in their Apps
usages distributions, which means they have several frequently
used Apps or services. Especially the delivery staffs have the
least frequently used Apps or services. Conversely, normal
users show a more balanced distribution. The best number of
most frequently used Apps is also investigated in Fig. 5(b),
When coming to more than 10 Apps, the percentages of four
categories are all extremely low and are close to each other.
As a result, it is not necessary to include more than 10 Apps.
Moreover, the accuracy even treads to decrease slightly when
computing more than ten Apps.
V. E XPERIMENTS AND EVALUATIONS
A. data specification
The dataset of user mobile cellular data comes from a major
telecommunication operator in China, each record contains
3 fields: phone number, time stamp, network request. The
data contains 1282 users in Shanghai City and covers a
period from November 1st, 2016 to February 16th, 2017.
In the total 108 days, call records during the 35 Chinese
public holidays are excluded due to their different nature from
ordinary days. While for the phone label data, if a phone
number is labeled, the annotation information could be easily
found by searching the phone number via Baidu search engine
(Fig. 2). The annotations are very detailed descriptions of the
phone numbers, which directly indicates the professions of the
users. And each labeled number would be assigned with a root
annotation, which is formatted textual data containing several
different kinds. These root annotations could be divided into
3 categories: taxi drivers, delivery, harass. Delivery includes
express delivery and takeouts delivery, while harass is a
general designation of harass, fraud and scales. For those

(a) Sorted usage rate of 10 most frequently used Apps

(b) Accuracy of different numbers of Apps
Fig. 5. Apps preference

who are not annotated, they are supposed to be normal users.
The label crawling is done by the telecommunication operator
within their internal server for privacy concern, and the phone
numbers are replaced by the categories of professionals for
later processing.
TABLE I
P HONE LABELS DISTRIBUTION WITHIN THE DATA SET
Group Number
1
2
3
4

Group Description
Normal
Drivers
Delivery
Harass

Number of users
591
176
183
332

Although there are only 1282 users, each user has 73 days
of data and could generate 73 different instances. However,
the instances of a single user is only used in training phase
or testing phase, because instances of a same user may have
significant similarities and seriously impact the performance of
the models. If a testing instance belongs to a user, whose other
instances were used in the training phase, the testing instance
will be correctly identified of a high probability. We seek to
find a general pattern for the people of a same professions,
rather than a person himself. As a result, applying the instances
of an identical person both in training phase and testing phase
is not correct, and testing data selection should based on
persons rather than instances. Several regression and classi-

fication algorithms are applied to evaluate the performance of
the model. Each algorithm is fine pretested to present its best
performance. Tab. I shows the distribution of user quantities in
different categories. Considering the unbalanced distribution of
the user quantities, 50 users are randomly selected from each
category and totally a set of 200 users are formed for testing.
B. Evaluation results
Tab. II shows the identification accuracy of all the algorithms, accuracy of each category of people is also presented.
Each result is an average of 100 experiments with cross validations. Except the liner regression, the other classification algorithms performs very similarly. Random forest could achieve
the highest overall accuracy of 75.64%. The taxi drivers, delivery and takeouts are more accurately identified while the other
tow groups are somehow confused. The result outperform the
performance of professions identification in previous study [6],
whose accuracy is 70.4% for unemployment identification and
is lower for exact profession identification.

(a) Training data combination

TABLE II
I DENTIFICATION ACCURACY OF DIFFERENT CATEGORIES AND DIFFERENT
METHODS

LR
KNN
RF
SVM-RBF
ADABOOST
NN(MLP)

Normal
0.5677
0.6970
0.7300
0.7062
0.6865
0.7216

Driver
0.6284
0.7771
0.7912
0.7625
0.7404
0.7505

Delivery
0.6257
0.7705
0.7884
0.7633
0.7510
0.7366

Harass
0.6113
0.6864
0.716
0.7112
0.6888
0.7142

Overall
0.6083
0.7328
0.7564
0.7358
0.7167
0.7307

However, because a user’s data in every single day is not
always complete, merging the data of several days together
may influence the accuracy. Therefore, we also investigate
how time duration impact the performance of the model by
combining data from different number of days. The combination is not the average of the statistical parameters from
different days, but is one time calculation of all the data
within these days. For example, the mobility pattern of a
two days combined data is the range of all the locations
in two days. We study the impact of combining data in
training phase, while the test data remains the duration of one
day. Reversely, combining testing data while the training data
remains non-combination is also investigated. Fig. 6 shows
the identification accuracy of combining training data over
different time lengths. The identification performance does not
change too much when the number of days increases for data
combination, which means combining data for training phase
makes non sense. However, the accuracy slightly improves
with the increasing of number of days for data combination.
The improvement is not significant even when comparing the
accuracy of combining 7 days of data together with noncombination data. Therefore, using the data of a single day is
enough to identify a strange caller’s occupation with a good
performance, even though adding data of more days could
somehow improve the accuracy.
The latitudes and longitudes extracted from mobile cellular
network requests could indicate the exact positions of the

(b) Testing data combination
Fig. 6. Accuracy of different time duration for training(a) and testing(b) data.

users, but the data set could not fully contain all the locations
or trajectories of a user because not each network request
contains location related information. As we all known, users
could control the access of location services for each APP,
and most people prefer to turn off the location services for
most Apps except maps related applications like ride-hailing
applications (e.g. Uber and DiDi). The incomplete location
information cause the bias between the actual mobility pattern
and the recorded pattern of a user, which turns out to influence
the performance of the proposed method. This is why the
accuracy slightly improves with increasing the number of days
for data combination. In such a long period of nearly 3 months,
users may change their professions at some time. These
changes negatively impact the accuracy of identifying callers’
professions and it is hard to verify how serious is the impact,
because how and when people changes their professions is
not recorded. Moreover, the deviation of personalities between
the people of a same label also negatively influences the
performance of the model. This challenge holds true for most
personality related studies, especially for multiple categories
classification problems [6]–[8]. Overall, the proposed model
achieves relatively good performances based on such limited
information and outperforms some previous methods.

VI. D ISCUSSIONS AND CONCLUSIONS
We introduce a method of identifying a mobile phone
caller’s occupation by using mobile cellular data, which are
users’ cellular network traffic recorded by telecommunication
operators. Three kinds of privacy-preserving features are constructed based on the information provided by the cellular data:
mobility patter, data volume distribution, Apps preferences.
All the features are formed by several statistical parameters,
which exclude sensitive information such as coordinates and
Apps log. These private information could be used to reversely
trace people’s locations and living habits, so that eliminating
the private information even for input data could avoid violating any data privacy regulation. Then we apply several
state of the art classification and regression algorithms for
modeling, the experimental results of a data set containing
1,282 users in Shanghai City prove that the proposed model
could achieve an accuracy of 0.7564 when identifying four
different categories of callers: normal users, drivers, delivery
and harass. Combining data of different time lengths are
also investigated for both training phase and test phase to
figure out how the amount of data impact the performance of
identification. The result demonstrate that data of a single day
is sufficient for identifying a caller’s profession, even though
the accuracy slightly improves when using combined data of
several days. Moreover, the overall performances outperform
some previous studies in terms of both accuracy and efficiency.
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