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Abstract—Network Function Virtualization (NFV) has been emerging as an appealing solution that transforms complex network
functions from dedicated hardware implementations to software instances running in a virtualized environment. Due to the numerous
advantages such as flexibility, efficiency, scalability, short deployment cycles and service upgrade, NFV has been widely recognized as
the next-generation network service provisioning paradigm. In NFV, the requested service is implemented by a sequence of Virtual
Network Functions (VNF) that can run on generic servers by leveraging the virtualization technology. These VNFs are pitched with a
predefined order through which data flows traverse, and it is also known as the Service Function Chaining (SFC). In this survey, we
provide an overview of recent advances of resource allocation in NFV. We generalize and analyze four representative resource
allocation problems, namely, (1) the VNF Placement and Traffic Routing problem, (2) VNF Placement problem, (3) Traffic Routing
problem in NFV, and (4) the VNF Redeployment and Consolidation problem. After that, we study the delay calculation models and VNF
protection (availability) models in NFV resource allocation, which are two important Quality of Service (QoS) parameters.
Subsequently, we classify and summarize the representative work for solving the generalized problems by considering various QoS
parameters (e.g., cost, delay, reliability and energy) and different scenarios (e.g., edge cloud, online provisioning and distributed
provisioning). Finally, we conclude our survey with a short discussion on the state-of-the-art and emerging topics in the related fields,
and highlight areas where we expect high potential for future research.
Index Terms—Network Function Virtualization, Service Function Chaining, Resource Allocation, QoS, Placement, Routing.
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I NTRODUCTION

W

ITH the continuous emergence of new service patterns (e.g., Cloud Computing or Virtual Reality) and
stringent demanding Quality of Service (QoS) to network
services (e.g. High Dimensional Video), the IP traffic across
the network increases exponentially. According to the forecast from Cisco [1], the global IP traffic will reach 3.3 ZB
by 2021, with a Compound Annual Growth Rate (CAGR) of
24 percent since 2016. In the traditional network services
provisioning paradigm, network functions (e.g., firewall
or load balancer) which are also called middleboxes are
usually implemented by the dedicated hardware appliances.
Deploying hardware middleboxes is costly due to their high
cost for design and production and also these middleboxes
need to be configured and managed manually, which further increases the costs of service providers. Hence, the
traditional network service paradigm fails to keep pace with
satisfying the ever-increasing users’ QoS requirements from
the perspective of CAPital EXpenditures (CAPEX) and OPerational EXpenditures (OPEX), which poses a big challenge
to network service providers.

•
•
•
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Network Function Virtualization (NFV) which is first
proposed by European Telecommunications Standards Institute (ETSI) [2] in 2012 has emerged as an appealing solution,
since it enables to replace dedicated hardware implementations with software instances running in a virtualized
environment. In NFV, the requested service is implemented
by a sequence of Virtual Network Functions (VNF) that
can run on generic servers by leveraging the virtualization
technology. These VNFs are pitched with a predefined order
through which data flows traverse, and it is also known
as the Service Function Chaining (SFC). Benefiting from
virtualization technology, the SFC can be established by
placing the requested VNFs on a network in a very efficient
and agile manner. Moreover, one or more VNFs can be
dynamically added or deleted with a very small cost and
high efficiency to cope with the case when the requested
SFCs have been changed. NFV allows to allocate network
resources in a more scalable and elastic manner, offer a more
efficient and agile management and operation mechanism
for network functions and hence can lead to a significant reduction in CAPEX and OPEX for network service providers.
In line with the benefits that NFV brings, one important question is how can we efficiently allocate network
resources to establish requested SFC(s). This primarily deals
with the (fundamental) VNF Placement and Traffic Routing
(VPTR) problem and its variants, which is to place each
user’s requested VNFs on networks and find routes among
each adjacent VNF pair without violating the node capacity and link bandwidth. Due to the inherent features and
designing principles of NFV, the VPTR problem is different
from the existing e.g., service placement and routing prob-
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lem [3] and virtual machine placement and routing problem
[4], [5]. For instance, when the requested VNFs are placed
on networks, the route should traverse each located VNF
one by one with a predefined order. In addition, we should
also take the QoS parameters into account in the VPTR
problem. For instance, in an SFC the end-to-end delay of
the packets which traverse each VNF in this chaining is
an important QoS to measure the performance of the NFV.
To guarantee a satisfying network service, service providers
need to promise a delay-sensitive performance and service
to the customers. In this sense, the service providers may
get revenue loss if the promised total delay is violated.
Resilience is another important QoS parameter of NFV that
defines the level the provided service can survive in the face
of failures. Since, once a node or a link in an SFC fails, the
whole SFC cannot operate and hence the provided service
has to be stopped. Needless to say, the VPTR problem
and its variants become more complicated when these QoS
parameters are considered. Therefore, it is important to get
an insight into the resource allocation problem in NFV from
different dimensions, which is the main focus of this survey.
A comprehensive survey about NFV can be found in
[6], [7]. The authors in [6], [7] provide a broad view of
NFV in terms of NFV history and standardization, ongoing
NFV supporting projects, NFV architectures and implementations, resource allocation in NFV, and its application in
other fields such as Cloud Computing or Software Defined Networking. Instead of providing a broad view in
a high level about NFV as in the work [6], [7], we target
a very dedicated topic to review that is the state-of-theart work about resource allocation in NFV. Herrera and
Botero [8] provide a survey about resource allocation in
NFV. More specifically, Herrera and Botero [8] further divide
this problem into the VNF-Chain Composition problem, the
VNF-Forwarding Graph Embedding problem and the VNFScheduling problem. For brevity, we will not individually
address the VNF-Chain Composition problem and the VNFForwarding Graph Embedding problem, and instead, we
regard the VPTR problem as a joint problem of these two
problems in this survey, as most of the existing literature
do. Please refer to [8] for more details for the VNF-Chain
Composition problem. Similar to [8], Mirjalily and Luo [9]
also present a similar survey about resource allocation in
NFV. However, [9] just gives a brief overview of it and does
not expand the content in more details (e.g., model, adopted
approaches, etc.). Bhamare et al. [10] also present a survey
about resource allocation in NFV. They additionally address
the aspects of various QoS parameters such as delay and energy in the VPTR problem. Xie et al. [11] provide a survey of
the VNF placement problem and its application to different
fields such as mobile networks and datacenter networks. An
overview of placement of VNF in SDN is provided in [12].
Laghrissi and Taleb [13] present a survey of the Virtual Machine placement and VNF placement. Nevertheless, traffic
routing as well as the other problem variants such as VNF
redeployment and consolidation problem are not covered in
[10], [11], [12], [13]. We have reviewed most of the recent
work in the related fields. Most of these reviewed works
in this survey have not been addressed in the previous
survey work [8], [9], [10], [11], [12], [13], and hence this
survey can be regarded as an extension and development

from them. More than that, the related problem definition
and analysis, its respective solution with applied technique,
as well mainly adopted QoS model are also covered in this
survey. We aim to provide a detailed review for summarizing the recent development and interesting breakthroughs
for solving the related resource allocation problem in NFV.
The remainder of this survey is organized as follows:
We start by generalizing and summarizing four representative resource allocation problems in NFV and analyze
their features and complexities. Section 3 presents the QoS
models regarding delay and reliability parameters in resource allocation in NFV. In particular, we propose a general
availability calculation model for quantitatively calculating
the availability of SFC protection. Section 4 summarizes
the existing literatures classified by various QoS parameters
(e.g., cost, delay, reliability, energy) and different scenarios
(such as edge cloud, online provisioning, distributed provisioning). Section 5 discusses some emerging topics and
points some possible directions. Finally, Section 6 concludes
the survey.

2
2.1

P RELIMINARY
Basic Problem Definition and Analysis

A network is represented by G(N , L), where N denotes a
set of N nodes and L stands for a set of L links. Each link
l ∈ L is associated with capacity c(l). In this paper, the
network is referred to a substrate network unless otherwise
stated. We use R to represent the set of total requests and for
a request r(α, F, w)
~ ∈ R, α denotes the requested data rate
(required bandwidth), F indicates the set of requested VNFs
with orders, and w
~ = [w1 , w2 , . . . , wm ] is a requirement
vector with m requirements (e.g., cost, delay, availability,
energy, etc.). The VNF f ∈ F on node n ∈ N requires
processing time of Ψfn , which means the processing delay of
packets arriving at the function f on node n.
Definition 1. In a given network G(N , L) and for each
request r(α, F, w)
~ ∈ R, the VNF Placement and Traffic
Routing (VPTR) problem is to place its requested VNFs
on N and find routes among each adjacent VNF pair
without violating the node capacity and link bandwidth
such that the requirement vector w
~ is satisfied.
Below are the VPTR problem variants.
The VNF Placement (VNFP) problem, without considering the traffic routing (sub)problem, is defined as follows:
Definition 2. For a network G(N , L) and a set of requests
R, suppose that the path between any node pair in the
network is known/given, and each adjacent VNF pair
chooses the given path to route the traffic. For each
request r(α, F, w)
~ ∈ R, the VNF Placement (VNFP)
problem is to place its requested VNFs on N without
violating the node capacity such that w
~ is satisfied.
The VPTR problem turns into the TRaffic Routing (TRR)
problem, when the requested VNFs are already placed on
the network, and is defined as follows:
Definition 3. In a given network G(N , L) and for a set
of requests R, suppose that the requested VNFs for
each r have already been placed on network nodes.
For each request r(α, F, w)
~ ∈ R, the TRaffic Routing
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(TRR) problem is to route the traffic between each VNF
pair without violating the link capacity such that w
~ is
satisfied.
Another problem variant, called VNF Redeployment and
Consolidation (VRC) problem, is defined as follows:
Definition 4. In a given network G(N , L) where a set of
existing SFCs are already deployed in the network, the
VNF Redeployment and Consolidation (VRC) problem
is to redeploy the already existing SFCs such that the
requirement vector w
~ is satisfied.
It is worthwhile to mention that in the Virtual Network
Embedding (VNE) problem [14], a Virtual Network Request
(VNR) consists of a set of required virtual nodes and virtual
links. The VNE problem is to map each VNR to the substrate
(physical) network such that each virtual node is placed on
a different substrate node with sufficient capacity and each
virtual link is allocated a path with sufficient bandwidth.
Although the VNE problem shares some similarities with
the VPTR problem, they have the following differences:
•

•

•

In the VPTR problem, the required VNFs in an SFC
have a predefined order and the traffic has to traverse
each placed VNF under this order. On the contrary,
there is no required order between the requested
virtual nodes in the VNE problem.
One or more required VNFs can be placed in one
node in the VPTR problem, however, each requested
virtual node in the VNE problem has to be mapped
on different physical nodes.
After the traffic goes through one VNF for processing, its rate may get changed (increased or decreased) in the VPTR problem. However, the traffic
rate mostly keeps unchanged among different virtual
node pairs in the VNE problem.

in the network without violating the node capacity. Let
α = 5 Mb/s for r, then the whole route in this SFC is
ingress→ a → b → c → b →egress without violating each
traversed link capacity. We notice that this route is not a
simple path since it contains a loop. From this example, we
see that the route traversing an entire SFC is not necessarily
a simple path [15], which makes the VPTR problem more
complex.
f3

c

5 Mb/s

ingress

Examples

Let us use an example in Fig. 1 to describe the VPTR
problem1 . Consider a network with 5 nodes (including
ingress node and egress node) in Fig. 1, and the capacity
of nodes a, b and c are 8, 11 and 15, respectively. The link
capacities are shown above the link. Suppose a request r
asks for an SFC with an order f1 − f2 − f3 − f4 consisting
of 4 VNFs, whose resource requirements are 8, 6, 14 and
5. We have to place these VNFs on the nodes as shown
1. The ingress node and egress node represent the entry and exit of
a request, respectively. However, they are usually not considered in
the problem and solution. For completeness, we put them in all the
illustrating figures in this survey.

10 Mb/s

f1

b

egress

f2, f4

Fig. 1: An example of describing the VPTR problem.
Next, we start with an example to illustrate the VRC
problem. Suppose there are 2 requests, where r1 asks for an
SFC of f1 − f3 and r2 requests an SFC of f1 − f2 . In Fig. 2(a)
f1 , f2 and f3 are originally placed on a, b and c to serve
these 2 requests. After consolidation and redeployment, f3
is migrated from c to b and we switch off c for e.g., energy
saving.
f3

c
ingress

r1: f1 f3
r2: f1 f2

a

b

f1

f2

egress

(a) Before migration and consolidation.

Online vs. offline Provisioning: Typically, in the offline
provisioning scheme, R is given in advance, and the goal is
to design the optimal solution based on R. On the contrary,
in the online provisioning scheme, it is assumed that the
traffic requests in R arrive at the network in an online
fashion, and we have to provision the request one-by-one,
since we do not know the future coming requests. Unless
otherwise stated, we assume an offline provisioning scheme
in this survey. In Section 4.6 we will discuss the resource
allocation problem in NFV for the online provisioning
scheme.
2.2

a

10 Mb/s

c
ingress

r1: f1 f3
r2: f1 f2

a

b

f1

f2 f3

egress

(b) After migration and consolidation.

Fig. 2: An example of describing the VRC problem.

2.3

Problem Goals

So far, we have formally defined the VPTR problem and
its variants in Section 2.1 and described these problems
by using examples in Section 2.2. However, we have not
mentioned problem goals for these problems. For instance,
in addition to finding a feasible VNF placement and routing
solution for the VPTR problem, what is the problem goal
to achieve? We could understand the problem goal as the
objective function of the optimization problem. Below are
frequently used problem goals:
•

Maximum link utilization (MLU): For a link l, its
v(l)
link utilization (denoted by ul ) is defined as c(l) ,
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where v(l) denotes the actual traversing flow on l,
and c(l) indicates the total capacity of l. The maximum link utilization of a network is the maximum
of the link utilization over all its links. The MLU is to
be minimized. Sometimes, the reciprocal of the MLU
is also used, which is called network throughput. In
these cases, maximizing the network throughput is
equivalent to minimizing MLU.
QoS parameters: The main QoS parameters include
service delay, availability, energy consumption, and
so on. These parameters can quantitatively reflect
how well an NFV service provides to customers.
Costs and Revenue: Mostly used in the context
with network operators, the network cost represents
the operational expenditure or financial aspect of
deploying VNFs on the nodes and routing traffic
among used links. Meanwhile, revenue, in particular, refers to the net value earned by serving traffic
demands, optimized under capacity constraints.

•

•

2.4

Problem Formulation

In this subsection, we formulate the (basic) VPTR problem2
in the fully ordered SFC as an Integer Nonlinear Programming (INLP) [16] . We start by some necessary notations and
variables:
R: A request set and for each request r(α, F, w)
~ ∈ R,
α denotes the requested data rate (required bandwidth),
F indicates the set of requested VNFs with orders, and
w
~ = [w1 , w2 , . . . , wm ] is a requirement vector with m requirements (e.g., cost, delay, availability, energy, etc.).
fi and fj : Two consecutive VNFs in the required SFC.
Xnf,r : A boolean variable which returns 1 if the VNF f
requested by r is placed on node n ∈ N , and 0 otherwise.
(u,v)
Yfi ,fj ,r : A boolean variable which returns 1 if the flows
between VNFs fi and fj of r traverse link (u, v), and 0
otherwise.
Routing constraints:
X

(u,v)

Yfi ,fj ,r = 1 u ∈ N : Xufi ,r = 1&&Xufj ,r 6= 1, r ∈ R

(u,v)∈L

(1)
X

(u,v)

Yfi ,fj ,r = 1 v ∈ N : Xvfj ,r = 1&&Xvfi ,r 6= 1, r ∈ R

(u,v)∈L

(2)
X

v∈N

(u,v)∈L
: Xvfi ,r

(u,v)

Yfi ,fj ,r =
6=

X

(v,w)

Yfi ,fj ,r

(v,w)∈L
fj ,r
1&&Xv 6= 1, r

∈R

(3)

Placement constraint:
X

Xnf,r = 1 ∀r ∈ R, f ∈ r

(4)

n∈N

2. On basis of the basic VPTR problem, the availability/resilienceaware VPTR problem only additionally considers the reliability constraint on basis of the basic VPTR problem. It follows similarly for the
delay-aware VPTR problem, energy-aware VPTR problem, and so on.

Link capacity constraint:

(u,v)

X

Yfi ,fj ,r · α ≤ c(u, v) ∀(u, v) ∈ L

(5)

r(α,F,w)∈R,(f
~
i ,fj )∈r

Node processing capacity constraint:

X

Xnf,r · η(f ) ≤ π(n) ∀n ∈ N

(6)

r(α,F,w)∈R,f
~
∈r

There is no objective (needed) in this formulation, but we
can add the minimization of e.g., number of nodes or
links, total costs, etc. which depends on specific network
necessities. Eqs. (1)-(3) are the flow conservation constraints
[17], [18] that account for the routing from a source to a
destination and ensures to find a path from u to v . More
specially, Eq. (1) ensures that if fi is placed on node u and
fj is not placed on node u, then the sum of outgoing traffic
from u is equal to 1. Eq. (2) ensures that if fj is placed
on node v and fi is not placed on node v , then the sum
of incoming traffic to v is equal to 1. Eq. (3) ensures that
if fi and fj are not placed on node v , then the sum of
incoming traffic to v is equal to its outgoing traffic. Eq. (4)
ensures that each required VNF f must be placed on one
node in the network. Eq. (5) ensures that the total allocated
bandwidth on each link does not exceed its maximum
capacity, which is denoted by c(u, v). Eq. (6) ensures that the
total assigned processing capacity on each node does not
exceed its maximum processing capacity, where η(f ) and
π(n) represent the required resource of f and total available
resource of node n, respectively.
(u,v)

When Xnf,r or Yfi ,fj ,r is known as an input, the above
INLP accordingly changes to solve the TRR problem or
VNFP problem. To solve the VRC problem, it is set in R that
(some of) requests have already been provisioned by placing the required VNFs on nodes and selecting appropriate
paths. On the basis of that, we can run the INLP in Eqs. (1)(6) to solve it. That is to say, Eqs. (1)-(6) are quite general. It
is also worthwhile to mention that Eqs. (1)-(6) solve the basic
VPTR problem in generic networks without considering
QoS requirements such as cost, delay, availability, energy.
However, we can extend this formulation to solve the VPTR
problem by taking into account QoS requirements in different network architectures. For brevity, please refer to [16]
for the formulation of VPTR problem for delay-awareness
and availability-awareness, [19] for the formulation of VPTR
problem for energy-awareness. Moreover, the formulation
of the VPTR problem is not unique as we state above and
also a slight change of the problem input will result in
different formulation. For instance, [20] assumes that a set
of paths between each node pair in the network is given,
then the VPTR problem formulation becomes different from
Eqs. (1)-(3) since the multi-community routing constraints
do not exist in this scenario. Nevertheless, since the INLP
has exponential running time, it cannot return a solution in
a reasonable time especially when the problem size is large,
which calls for polynomial running time approximation
algorithms or efficient heuristics to solve this problem.
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2.5

Mainly Adopted Approaches

As we summarize in this survey, the most frequent approaches to deal with NFV resource allocation include
combinatorial optimization theory (e.g., randomized/LP
rounding, primal-dual approximation), Deep Reinforcement
Learning, Game theory, etc. Below, we will briefly provide
the representative approaches and their descriptions.
1)

2)

3)

4)

5)

6)

7)

Randomized/LP rounding: It first formulates the
problem to be solved as an integer linear program
(ILP), and then computes an optimal fractional solution to the linear programming relaxation (LP) of
the ILP. After that, it rounds the fractional solution
of the LP to an integer solution of the ILP (original
problem) within a gap to the optimal solution.
Primal-Dual approximation: The primal-dual method
(or primal-dual schema) is another means of solving
linear programs. The basic idea of this method is to start
from a feasible solution y to the dual program, then
attempt to find a feasible solution x to the primal program
that satisfies the complementary slackness conditions. If
such an x cannot be found, it turns out that we cannot
find a better y in terms of its objective value. Then,
another iteration is started. An approximate solution to
the primal IP and a feasible solution to the dual LP can be
constructed simultaneously and improved step by step. In
the end, the approximate solution can be compared with
the dual feasible solution to estimate the approximation
ratio [21].
Markov Approximation: It first derives log-sum-exp
approximation of the optimal value of a combinatorial
problem, and this leads to a solution that can be realized by time-reversible Markov chains. Certain carefully
designed Markov chains among this class can yield distributed algorithms for solving the network optimization
problem approximately [22].
Local Search: Local search moves from solution to solution in the space of candidate solutions (the search
space) by applying local changes, until a solution deemed
optimal is found or a time bound is elapsed [23].
Alternating Direction Method of Multipliers
(ADMM) [24]: It first separates the objective and
variables into two parts, and then alternatively
optimizes one set of variables that accounts for
one part of the objective to iteratively reach the
optimum.
Column Generation [25]: It begins with a small part
of a problem as a restricted master problem (RMP),
and then solves that part by analyzing that partial
solution to discover the next part of the problem.
After that, one or more variables are added to
the model, and then resolves the enlarged model.
This process repeats until it achieves a satisfactory
solution to the whole of the problem.
Generalized Benders Decomposition (GBD) [26]: the
original problem is projected onto the space of firststage variables and reformulated into a dual problem
that contains an infinite number of constraints, which is
then relaxed into a lower bounding problem with a finite
subset of these constraints. After fixing the first-stage
variables to the solution of the lower bounding problem,

8)

9)

the original problem becomes an upper bounding problem, which can naturally be decomposed into smaller
subproblems for each of the scenarios. The solutions of
a sequence of upper bounding problems give a sequence
of non-decreasing upper bounds on the optimal objective
function value while the solutions of a sequence of lower
bounding problems give a sequence of non-increasing
lower bounds. An optimum of the original problem is
obtained when the upper and lower bounds converge [27].
Deep Reinforcement Learning (DRL): DRL is a
method of solving decision-making problems, combining the idea of Reinforcement Learning (RL) and
the structure of Deep Learning (DL). The essence of
RL is learning through trial-and-error interactions
with the environment. The RL agent first senses the
state of the environment and then selects an action
according to the current state. After reaching a new
state, the agent receives a reward associated with
the new state. The obtained reward tells the agent
how good or bad the taken action was. The aim of
the agent is to find the optimal policy. The policy
is the strategy that the agent employs to determine
the next action based on the current state so as to
maximize the reward. The role of DL in DRL is
to use the powerful representation capabilities of
neural networks to fit the strategy of RL agent, such
as to deal with the problems in a complex dynamic
environment.
Game theory: Game theory is the study of theoretical models of strategic interaction among competing
players. It is usually used to solve the problem of
choosing the optimal decisions for each player in
the presence of competition, cooperation, or conflict.
A game model usually consists of two or more
players, a set of strategies and utility functions. In
general, the players which make decisions independently can be malicious, cooperative or selfish, and a
player’s success in making decisions depends on the
choices of others. In game theory, players compete
with other opponents taking turns sequentially to
maximize their payoff until they achieve the Nash
Equilibrium (NE). A NE is a steady state where no
player has an incentive to deviate from its chosen
strategy after considering the choices of other opponents.

In general, Randomized/LP rounding, Primal-Dual and
Markov Approximation techniques are often used to devise
the approximation algorithms. Local-search approach can
aid to accelerate the speed to find local optimum solutions,
but there is no guarantee to find the global optimal solution which makes it a heuristic solution. ADMM, Column
generation and GBD can converge to find an optimal solution with fast speed in practice, but theoretically, they
still have exponential running time. DRL provides a new
perspective to solve combinatorial optimization problems
(e.g., NFV resource allocation problem), but DRL has uncertain convergence time and/or long training time. Game
theory provides a distributed manner to solve the resource
allocation problem in NFV, but since due to the lack of
global network information, it cannot essentially solve the
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resource allocation problem in NFV in order to get the
optimal solution as well as taking into account more QoS
parameters such as delay and availability.

3

Q O S M ODELS IN NFV

total node delay

While delay and availability are two important QoS parameters in an NFV service, we study how to quantitatively
calculate them in NFV in general. Moreover, we present a
VNF placement availability calculation model. The other
QoS models will be introduced when the respective literature is mentioned in Section 4 due to its simplicity or
similarity to the introduced models in this section.
3.1

Delay Calculation of an SFC

According to the feature of function chains, there are three
kinds of dependencies between VNFs, namely, (1) nonordered: there is no dependency between VNFs, (2) totallyordered: there is a total dependency order on the VNF set,
and (3) partially-ordered: there exists dependency among
a subset of VNFs. The traversing delay calculation mainly
depends on the totally-ordered and partially-order scenario,
since the non-ordered scenario does not occur frequently in
practice. For example, Fig. 3(a) illustrates a totally ordered
SFC.
50 ms
ingress

40 ms
15 ms

a

20 ms

b
Firewall

VPN

80 ms

c

60 ms
25 ms

Monitor

d

egress

Load balancer

(a) A totally ordered SFC.

b
50 ms

ingress

Packets

15 ms

Firewall

40 ms

15 ms

60 ms

a
VPN

d
10 ms
Packets
copy

80 ms

25 ms

egress

Load balancer

c
Monitor

(b) A partially ordered SFC.

Fig. 3: Totally ordered SFC v.s. partially ordered SFC, derived from [28].
We assume that an SFC contains a set of |F | ordered
VNFs, f1 , f2 ,. . . , f|F | which need to be placed in the
network. Suppose there is a total dependency order on |F |
VNFs, then the traversing delay in a totally ordered SFC is
calculated as follows3 :
X
X
Ψfn +
d(l)
(7)
f ∈F,n∈N

and d(l) indicates the flow delivering delay on link l. For
example, in Fig. 3(a) where the flow delivering delay and
node processing delay are associated, the traversing delay
is (50 + 40 + 80 + 60) + (15 + 20 + 25) = 290 ms.
|
{z
} |
{z
}

l∈Ls

where Ψfn represents the processing delay for function f on
node n, Ls denotes the link set that connects the placed VNF,
3. We mention that it is possible more than one VNFs can be placed
on one same node. In that case, we only calculate their processing time
and regard that their communication delay is neglectable, leveraged by
the NIC virtualization techniques (e.g., VIRTIO, DPDK, SRIOV).

total link delay

However, since a monitor function only maintains the
packets and does not change the packets in practice, this
indicates that firewall and monitor functions are not dependent on each other. In this sense, these two functions can
work in two cases, namely, (1) they work sequentially with
any order between each other in an SFC, and (2) they work
in parallel in an SFC. In case (1), ingress-a-c-b-d-egress is
also a feasible possible feasible SFC alternative to Fig. 3(a).
In case (2), firewall and monitor work in parallel as shown
in Fig. 3(b). After that, firewall and monitor functions send
their individual processed packets to the load balancer. As
a result, the load balancer only needs to select the packets
from firewall and process them. Therefore, there may exist
multiple data routes traversing from the ingress node to the
egress node in a partially ordered chaining. As a result, the
traversing delay of a parallel SFC is equal to the longest
delay route, which means that the sum of node delay and
link delay in this data delivering route is the largest. For
example, the traversing delay of SFC in Fig. 3(b) is equal
to the route ingress→ −c − d →egress, whose delay is
50 + 10 + 80 + 25 + 60 = 225 ms, which is less than the one
in Fig. 3(a). It is obvious to see that a partially ordered SFC
can shorten the service delay compared to a totally ordered
delay, but this comes at the expense of consuming more link
bandwidth. Therefore, whether to use totally ordered SFC
or partially ordered SFC depends on the tradeoff of network
budget and application requirement.
From the above example we see that given a required
non-ordered chain, there exists more than one possible SFCs
(either sequential or parallel). We call the process of generating such possible SFCs as chain composition problem [8].
Moreover, Fig. 3 is also called as SFC forwarding graph [8].
In this survey, we assume that the SFC forwarding graph is
given an input to the resource allocation problem in NFV, as
most of existing literature do, we therefore do not address
the chain composition problem and refer the readers to [8]
for more details.
3.2

NFV resilience

Resilience is another important QoS parameter of NFV that
defines the level the provided service can survive in the face
of failures. Since, once a node or a link in an SFC fails, the
whole SFC cannot operate and hence the provided service
has to be stopped. An efficient way to tackle this issue is
to provide redundant SFCs, and these SFCs usually place
requested VNFs on different nodes (called node-disjoint)
to prevent node failure and/or select paths that do not
traverse same link (called link-disjoint) to overcome link
failure. By doing this, the service is normally provisioned
by the primary SFC, and in case of any node/link failure in
the primary SFC, the backup SFC will be activated to work.
This method is also known as SFC protection.
Hmaity et al. [29] study the SFC protection in three cases,
namely, (1) end-to-end protection: a primary SFC and a
backup SFC are completely (both node- and link-) disjoint;
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(2) link-protection, and (3) node-protection. Fig. 4 reflects
these three protection schemes for placing 3 VNFs in the
network, where the red line indicates the primary path and
the blue line represents the backup path.
However, the proposed SFC protection schemes in [29]
do not consider the nodes’ and links’ failure probabilities.
For instance, if both primary SFC and backup SFC contain
nodes or links with higher failure probabilities, then this
protection can also not guarantee a reliable service. Moreover, in [29] it is only considered k = 2 SFCs for protection
(i.e., one VNF replica). However, in practice, in order to
provide a more reliable service, we need to provide k ≥ 2
SFCs sometimes. In order to deal with this issue, in [16], we
present a quantitative model to calculate the VNF placement
availability based on the proposed protected schemes in
Fig. 4 [29]. Similar to [30], we consider both the node and
link availabilities to quantitatively measure the reliability of
SFC protection for any k ≥ 1 VNF replicas/backups. More
specifically, the availability of a system is the fraction of
time that the system is operational during the entire service
time. The availability Aj of a network component j can be
calculated as [31]:

Aj =

MTTF
MTTF + MTTR

(8)

where M T T F represents Mean Time To Failure and M T T R
denotes Mean Time To Repair. A node in the network represents a server, and a link denotes a physical link connecting
two physical servers. Their availabilities are equal to the
product of the availabilities of all their components (e.g.,
hard disk and memory for a node, amplifiers and fibers for a
link). For a server n, let A(n) and p(n) denote its availability
value and failure probability, respectively, then we have
A(n) = 1 − p(n). Node failures can vary from server age,
the number of hard disks, etc [32], and they can be caused
by hardware component failure, software bugs, power loss
events, etc [33]. In reality, we can obtain the server’s availability value by accessing the detailed logs recording every hardware component repair/failure incident during the
lifetime of the server. The details for characterizing server
failures and statistically calculating node availability can be
found in [32], [33] and papers therein. Reference [34] and the
papers therein provide failure statistics for other network
devices (e.g., switches) in datacenters.
We distinguish and analyze the VNF placement availability under two different cases, namely (1) Unprotected
SFC: only one SFC is allowed to be placed in the network,
and (2) Protected SFC: at most k ≥ 2 SFCs can be placed in
the network.
Suppose an unprotected SFC places VNFs on w nodes
n1 , n2 , . . . , nw and traverses m links l1 , l2 , . . . , lm , its
availability is calculated as:
w
Y
i=1

Ani ·

m
Y

traversed links5 .
In the protected SFC, we stress that it is composed of
(maximum) k unprotected SFCs. For the ease of clarification,
we further term each of the k unprotected SFC in the
protected placement as placement group ρi . We denote by
ρ1 the primary placement group. Since different placement
groups may place one or more VNFs on the same node
and/or traverse the same link, we distinguish the protected
placement as two cases, namely (1) fully protected SFC: each
one of k placement groups places VNF on different nodes
and traverses different links and (2) partially protected SFC:
at least two placement groups place one or more VNFs on
the same node and/or traverse the same link. In the fully
protected placement case, the availability can be calculated
as:

1−

(9)

(1 − Aρi )

(10)

i=1

Eq. (10) indicates that the availability of k SFCs is equal
to the probability that at least one SFC can work normally
(does not fail). For example, in Fig. 5a where the node and
link availabilities are associated, we use s and d to represent
ingress and egress nodes. For the ease of expression, their
availabilities are always 1. SFC s-a-b-d and s-c-g-d are fully
protected, since they do not contain any same link or node.
As a result, the total availability of these two SFCs are: 1 −
(1−0.9·0.99·0.8·0.85·0.95)·(1−0.95·0.98·0.75·0.99·0.88) ≈
0.8338.
Next, we consider a general scenario where at least two
of k placement groups place the same VNF on the same
node or traverse the same links. In this case, Eq. (10) cannot
be used to calculate the availability in this scenario since the
availabilities of overlapped nodes or links will be counted
more than once. To amend this, we use a new operator ◦.
Suppose there are m different nodes n1 , n2 , . . . , nm with
availabilities An1 , An2 , . . . , Anm . For a node nx with availability Anx , ◦ can be defined as follows:
 Qm
if ∃ni = nx
i=1 Ani
An1 ·An2 ·····Anm ◦Anx = Qm
otherwise
i=1 Ani · Anx
(11)
where the ◦ computations for link availabilities can be
defined`
analogously.
Let
denote consecutive ◦ operations of the different
sets, and it is commutative, associative and distributive.
Hence, the availability of k partially protected SFCs can now
be represented as:
1−

k
a

(1 − Aρi )

i=1

=1 − (1 − Aρ1 ) ◦ (1 − Aρ2 ) ◦ · · · ◦ (1 − Aρk )
=

k
X

X

Aρi −

i=1

Alj

k
Y

(12)

Aρi ◦ Aρj +

0<i<j≤k

X

j=1
0<i<j<u≤k

Aρi ◦ Aρj ◦ Aρu + · · · + (−1)k−1

k
a

Aρi

i=1

Qw
where i=1 Q
Ani denotes the availability of all the used
m
4
nodes and j=1 Alj indicates the availability of all the

where Aρi denotes the availability of placement group ρi
and can be calculated from Eq. (9). Let us take Fig. 5(b) as

4. Even though one node can host more than one VNFs, its availability will be counted only once.

5. It is possible that one SFC traverses one link multiple times, but
we consider the availability of each of the traversed links only once.
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Fig. 5: VNF placement availability calculation.
an example. SFCs s-a-b-d and s-c-b-d are partially protected,
since they jointly place VNF f2 on node b and they traverse
the same link (b, d) as well. Consequently, the total availability is calculated as 1−(1−Asa ◦Aa ◦Aab ◦Ab ◦Abd )◦(1−Asc ◦
Ac ◦Acb ◦Ab ◦Abd ) = Aa ◦Ab ◦Ad ◦Asa ◦Aab ◦Abd +Ac ◦Ab ◦
Ad ◦Asc ◦Acb ◦Abd −Aa ◦Ab ◦Ad ◦Asa ◦Aab ◦Abd ◦Ac ◦Ab ◦Ad ◦
Asc ◦Acb ◦Abd = Aa ·Ab ·Ad ·Asa ·Aab ·Abd +Ac ·Ab ·Ad ·Asc ·
Acb ·Abd −Aa ·Ab ·Ad ·Asa ·Aab ·Abd ·Ac ·Ad ·Asc ·Acb ≈ 0.759.

4

In this subsection, we survey the literature about costaware resource allocation in NFV. This is the basic and
fundamental resource allocation problem in NFV, whose
problem formulation is shown in Section 2.4.
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Cost-Aware Resource Allocation

R ESOURCE A LLOCATION IN NFV

In this section, we survey literature about resource allocation according to different QoS parameters (e.g., cost, delay,
availability, energy). We also survey the related literature
in the context of edge clouds, online and distributed provisioning schemes. In each category (subsection), we further
survey the literature based on four generalized resource
allocation problems in Section 2.1, which are VPTR problem, VNFP problem, TRR problem and VRC problem. We
conclude each subsection with a discussion.

4.1.1 VPTR problem
Ma et al. [35] study the VPTR problem to minimize the
maximum link load. They prove that the VPTR problem is
NP-hard even under the non-ordered VNF dependence case
by a reduction to the NP-hard Hamiltonian Cycle problem
[36]. Ma et al. [37] later propose a Least First Greatest Last
(LFGL)-based min-max routing algorithm to solve the VPTR
problem and implement the proposed algorithm in an SDNenabled environment. In the non-ordered VNF dependence
case, Cohen et al. [38] propose a near-optimal approximation
algorithm using rounding technique to solve the VPTR
problem to minimize the total system cost. The total system
costs in [38] consists of the setup costs of a function f placed
on node n and the sum of the distances between the clients
and the nodes from which they get service. Ghaznavi et al.
[39] advocate to allocate the requested instance of the VNF
on multiple nodes in order to minimize the link load ratio
(or maximize the throughput). They subsequently present
a local search heuristic that employs a tuning parameter
to balance the speed-accuracy trade-off to solve the VPTR
problem. Spinnewyn et al. [40] jointly consider both partially
ordered chain and location constraint in the VPTR problem.
They first formulate the problem as an ILP based on an
augmented VNF tree with precomputed SFCs which satisfy
the precedence requirements. Subsequently, they propose
an efficient heuristic based on greedy chain selection and
embeddings.
Kuo et al. [41] relax/approximate the VPTR problem
based on the intuition that placing VNFs on a shorter path
consumes less link bandwidth, but might also reduce VM
reuse opportunities; reusing more VMs might lead to a
longer path, and so it consumes more link bandwidth. Feng
et al. [42] propose an O() approximation algorithm in time
O(1/) to find the minimum cost solution for the VPTR
problem for a given set of requests, where  denotes a
tunable parameter for setting the approximation ratio. In
particular, multiple paths are allowed to route the traffic
among each requested VNF pair. Guo et al. [43] jointly
consider the VPTR problem in datacenters. They propose a
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randomized approximation algorithm when the traffic matrix is known in advance and a competitive online algorithm
when the future arriving traffic is not known. However,
they assume that one configuration in data centers consists
of one traffic routing path and a VNF placement solution.
A (limited) set of configurations is given as an input in
their problem, which simplifies the problem to some extent.
Hamann and Fischer [44] formulate the VPTR problem as
an ILP where (a set of k ) paths between each node pair in
the network are precalculated and known.
4.1.2 VNFP Problem
You and Li [45] model the VNF placement constraint via
a bipartite graph and present a load-balanced max-min
heuristic to solve the VNFP problem. Ma et al. [35] propose
an exact polynomial-time algorithm to solve the VNFP
problem for the non-ordered VNF dependence case, and
prove that the VNFP problem for the totally and partiallyordered dependence case is NP-hard. A dynamic programming and an efficient heuristic are proposed to solve the
VNFP problem under these two cases, respectively. Pham
et al. [46] propose a sampling-based Markov approximation
algorithm to jointly minimize the operational and network
traffic cost for the VNFP problem. Tomassilli et al. [47] study
the VNFP problem with the aim of minimizing total costs for
servicing a set of requests. By transforming this problem to
a hitting-cut problem, Tomassilli et al. [47] propose two logarithmic factor approximation algorithms. The first algorithm
is based on LP rounding and the second one is a greedy
algorithm. In [48], the time-varying workload of requests
has been considered in the VNFP problem. By saying the
two workloads have high correlation, Li et al. [48] mean that
their peaks and valleys coincide with each other frequently.
In this sense, every workload variable within time interval
is corresponding to a sequence of values. They propose an
exact Integer Nonlinear Programming (INLP) and a twostage algorithm consisting of a correlation-based greedy
algorithm. They further adjust the algorithm to solve the
VNFP problem. Basta et al. [49] propose three optimization
models that aim at minimizing the network load cost and
data center resources cost by finding the optimal placement
of the data centers positions and the SDN and NFV mobile
network functions.
4.1.3 TRR Problem
Wang et al. [50] propose a distributed Alternating Direction
Method of Multipliers (ADMM) algorithm to solve the loadbalanced TRR problem for multiple requests. The proposed
algorithm in [50] is proved to have a fixed coverage rate.
The SFC constraint implies that from the source to the
destination the route must traverse each ordered VNF.
Sallam et al. [51] devises a polynomial-time algorithm to
solve the SFC-constraint Shortest Path (SP) problem via an
auxiliary graph. The SFC-constraint in the Maximum Flow
(MF) problem imposes that each flow traverses a set of
network functions in a pre-specified order before reaching
its destination. They later propose an ILP to solve how
to place VNFs such that the value of the maximum flow
with SFC constraint is equal to the value of the original
maximum flow without SFC constraint. In the Multicast
TRaffic Routing (MTRR) problem in NFV, there is one source

node and multiple destination nodes, and the problem is
to find a multicast tree from the source to the destinations
such that each path from the source to the destination traverses required SFC. Xu et al. [52] devise an approximation
algorithm to solve the MTRR problem by reducing it to the
Steiner tree problem in an auxiliary undirected graph.
4.1.4 VRC Problem
In [53], it is assumed that the network lifetime consists of
several time intervals. At each time interval, the service
provider needs to serve two kinds of users, which are new
users to allocate their required VNFs and in-service users to
migrate their requested VNFs to new locations. They subsequently present an exact ILP formulation to solve the VRC
problem and also, they first approximate the ILP by column
generation and then devise a heuristic to further accelerate
the problem-solving. The column generation leverages the
idea to generate only the variables which have the potential
to improve the objective function [54].
4.1.5 Discussion
The cost-aware resource allocation problem in NFV is basic
and fundamental, since only network cost is taken into
account and the problem asks for whether a corresponding
solution exists when only the (basic) link and node capacity
constraints are satisfied. Nevertheless, even under this case,
the VPTR problem together with all its variants are still NPhard in a generic case, which indicates the difficulty of the
problem(s). So far, there is no approximation algorithm to
solve the problem in the generic case. Even though some
approximation algorithms (e.g., [42], [43]) are proposed,
they simplify the problem inputs or constraints to some extent. As a result, only exact ILP solutions and heuristics are
presented to solve this problem. In the following, more QoS
constraints such as delay and reliability will be incorporated
in this problem and we will survey related literature in these
fields.
4.2

Delay-Aware Resource Allocation

In this subsection, we will survey the literature about delayaware resource allocation in NFV, where delay is additionally taken into account on basis of fundamental NFV
resource allocation problem formulation in Section 2.4. The
related literature mainly adopt a similar delay model that is
presented and discussed in Section 3.1.
4.2.1 VPTR and TRR problem
Qu et al. [55] consider the VNF transmission and processing delays, and formulate the VPTR problem as a Mixed
Integer Linear Program (MILP). However, they assume that
the virtual link between two physical nodes can at most
process one traffic flow at a time. Zhang et al. [56] devise
an ADMM-based algorithm to solve the delay-aware VPTR
problem. However, they do not consider the nodes’ delay
in their problem. Li et al. [57] address the delay-aware
VPTR problem by leveraging a packet queuing model.
Sun et al. [28] propose and implement a framework that
enables (independent) network function to work in parallel,
which largely improve NFV performance in terms of delay
(as shown in Fig. 3(b)). By duplicating an original graph
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with m connected copy graphs, Huin et al. [58] present a
mathematical formulation with the aid of column generation (using a limited number of configurations) that can
scale well with problem inputs (e.g., number of requests
or nodes). Allybokus et al. [59] propose an exact ILP and
a greedy heuristic to solve the VPTR problem for both
fully and partially ordered SFCs. However, their solutions
only consider a simple path within an SFC. Li et al. [60]
consider a fat tree data center topology, and study (1) service
chaining consolidation, (2) pod assignment, and (3) machine
assignment per pod problems in both offline and online
situations. The delay concern is also taken into account.
Consequently, they propose efficient heuristics to solve these
problems.
Moreover, [61] and [62] devise a layered-graph based
heuristic to solve the delay-aware TRR problem. The general
idea is first to construct a multi-layer graph by creating |F |
copies of the original graph, where |F | represents the number of requested VNFs. The inter-layer links are created to
connect the same node in different layers, and the inter-layer
nodes are created to represent the possible places to host
each VNF in each layer. By assigning link delay weights, the
proposed algorithm finds the shortest path from the ingress
node in layer 1 to the egress node in layer |F |. Xie et al. [63]
study delay-aware multi-source multicast routing problem
in NFV, where there are multiple source and destination
nodes. Xie et al. [63] present a minimum spanning tree-based
heuristic that always tries to find common links so that the
deployed SFC can be shared by more requests (users).
4.2.2 VNFP problem
Chen et al. [64] propose a hidden Markov Chain based
heuristic to place VNFs which jointly minimize the cost and
delay for a set of given flows. In [65], the NFV service is
modeled as an M/M/1 queue. The service rate µ(f ) reflects
the amount of CPU each VNF is assigned to, and Λ(f )
expresses the total arrival rate of requests. As a result, the
request processing delay is expressed as:

1
µ(f ) − Λ(f )

(13)

Agarwal et al. [65] formulate the VNF placement and CPU
allocation problem as a non-convex optimization model and
subsequently divide this problem into two subproblems.
Then, they propose an efficient heuristic to solve the delayaware VNFP problem, and devise a polynomial time to
solve the CPU allocation problem by reducing it to the KKT
conditions.
In [66], it is assumed that the packets of a request r
arrive stochastically as a Poisson stream with an arrival
rate. Zhang et al. [66] further model each request as an
open Jackson network. They merge several flows of requests
into a service instance as one flow, and model each service
instance as an M/M/1 queue. Subsequently, they further
devise a 2− approximation algorithm to solve the delayaware VNFP problem.
4.2.3 Discussion
When SFC delay constraint is additionally taken into account, we see that the VPTR problem and its variants
become more difficult to solve than in Section 4.1. Moreover,

some literature usually adopt queueing theory to solve the
VPTR problem by incorporating both the queueing delay
and processing delay. However, queueing theory usually
assumes that the arrival rate of traffic follows the Poisson
process and the node processing time follows the exponential distribution, which is not always the case in practice
(e.g., bursty traffic).
4.3

Availability/Resilience-Aware Resource Allocation

In this subsection, we will survey the literature about
availability-aware resource allocation in NFV, where availability or resilience is additionally considered on basis of
fundamental NFV resource allocation problem formulation
in Section 2.4. The related literature adopts either a similar
or different availability model that we present in Section 3.2,
and we will demonstrate it when necessary.
4.3.1 VPTR problem
Beck et al. [67] propose a recursive heuristic for survivable
VNF placement to guarantee an end-to-end VNF protection.
Han et al. [68] explore resilient respects of the individual
VNF in terms of fault management (e.g., failure detection
and automated recovery) or state management. They also
discuss existing solutions for these aspects. Herker et al. [69]
formulate how to calculate the VNF placement availability in data center topology. They also present an efficient
heuristic on how to place VNFs and their backups to satisfy
the requested availability. Fan et al. [70] consider how to
compute one backup SFC when the primary SFC is given
such that the overall availability is satisfied. However, the
considered availability model ignores the global information
of the entire SFC, which is not precise enough. Ding et al.
[71] formulate how to calculate VNF placement availability
when at most one backup chaining is allowed. On the basis
of [70], given that the primary SFCs are already placed in the
network, they [71] propose a heuristic on how to calculate
the respective backup SFCs with the minimum cost such
that the total availability for each request is satisfied.
Qu et al. [72], [73] consider both delay and availability
constraints to route and place VNFs. Both node delay and
link availability are not taken into account in their model.
In addition, in their proposed VNF placement availability
calculation model, the VNF placement availability is equal
to:
m
Y
χ(fi )
(14)
i=1

and

χ(fi ) = 1 −

k
Y

(1 − Znfi · An )

(15)

j=1

where Znfi is a boolean variable. It is 1 if one replica of
fi is placed on n (assuming at most k replicas of each
VNF can be placed), and 0 otherwise. For example the VNF
placement availability in Fig. 5 is equal to 0.99 · (1 − (1 −
0.85)(1−0.98))·0.99 ≈ 0.977. The proposed VNF placement
availability model calculates the total availability based on
each SFC, while the calculation model in [72], [73] computes
the availability based on each VNF, which implies that the
flow must go through each (redundant) VNF located node
in an SFC.
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Fig. 6: SFC Protection availability calculation from [72], [73].
In [74], it is assumed that a set of functions with function
failure probabilities and a number of servers are given. They
tackle how to find an assignment that maximizes the probability for a recovery of all faulty functions or maximizes the
expected number of operating functions. In a recovery, each
failed function can be matched to one server and each server
can be matched to at most one failed function. They prove
these two problems are NP-hard in general, and develop
heuristics relying on a graph theoretical model to find
properties of an efficient assignment. In [75], the authors
assume that for n backup machines, at most c functions can
be backed up on each machine. Assuming that at most t
functions may fail simultaneously, they prove the maximal
number of functions that can be recovered with full recovery
when t = 1, 2, 3, 4. However, they assume that upon failures
of some functions, a machine can recover at most one of the
functions it implements, which simplifies the problem to
some extent. Moreover, in [76], the reliability level is directly
reflected as the number of replicas of each requested VNF.
4.3.2 VNFP problem
In [77], it is assumed that there are in total U failure scenarios, and each failure scenario i fails with probability pi . They
formulate the VNFP problem as an ILP, and then decompose
it into a master problem and a sub-problem. By leveraging
the Generalized Benders Decomposition (GBD), the master
problem and the sub-problem are solved iteratively over
different partitions. In each iteration, they generate an upper
bound and a lower bound of the original problem’s objective
value. The iterative process stops when the upper bound
and the lower bound match the termination condition.
Vizarreta et al. [78] solve the QoS VNF placement problem,
where the end-to-end delay and service chaining availability
are considered by proposing an ILP and a heuristic. However, the VNF placement availability in the VNF protection
case is not considered in their work.
4.3.3 TRR problem
Yu et al. [79] define the reliability level as during an arbitrary
single service failure, at most rj bandwidth is lost, which implies that multiple paths are used to traverse data between
each adjacent VNF pair. Assuming that the VNF has already
been placed in the network and a set of paths between node
pair is given, Yu et al. [79] investigate how to find a subset of
feasible routing paths between each adjacent VNF pair, such

4.3.4 Discussion
The reliability (level) definition varies by different literature,
which results in different problem input and constraints as
well as solutions. Some literature only considers node/link
backup, while some literature additionally takes into account the node and link availability. When k ≥ 2 disjoint
SFCs are provided, the service can recover from k − 1
simultaneously node and/or link failures. However, this
approach ignores the node/link failure probability and its
cost is high. On the contrary, the SFC availability calculation
is more exact and can quantitatively measure how reliable
the NFV service is provided, even though the node and link
availability value is not easy to achieve.
4.4

Energy-Efficient Resource Allocation

In this subsection, we will survey the literature about
energy-efficient resource allocation in NFV. We will first
introduce the main energy consumption model and then
survey related literature in this field.
4.4.1 VPTR problem
In [80], Kar et al. assume that there are three states for
a machine, namely (1) Idle, (2) Off and (3) Active. It is
modelled that the energy consumption of a server n in idle
state is:
τ (n)
n
n
EIdle
=
· Emax
(16)
π(n)
where τ (n) and π(n) stand for the default capacity and
n
maximum capacity of n, and Emax
means the maximum
energy consumption. The energy consumption of n in the
active state can be expressed as:
n
EActive
=

τ (n) + θ(n)
n
· Emax
π(n)

(17)

where θ(n) implies the total actual load of all the VNFs on
n.
Via a M/M/C queuing model, Kar et al. [80] propose an
exact ILP and an efficient heuristic to solve the energy-aware
VPTR problem. While this work is only for the dynamic
single request, Jang et al. [19] deal with how to minimize
the energy consumption for multiple requests by proposing
an INLP and a rounding-based heuristic. Huang et al. [81]
solve the problem of VNF placement and routing in hybrid
NFV networks with the objective to maximize the profit
of the admitted traffic minus the energy cost and routing
cost. A hybrid NFV network models a network where both
hardware network function and virtual network function
coexist. To solve it, they propose a Markov Approximation
based algorithm with a bounded approximation ratio. Eramo et al. [82] first target the VPTR problem with the goal of
maximizing the amount of data that can be processed within
the network at peak traffic. They subsequently study how to
6. An FPTAS has a time complexity that is polynomial in both the
problem size and 1 and produces a solution that is within a factor
(1 + ) of the optimal solution (or (1 − ) for maximization problems).
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consolidate VNFs and shut down unused servers such that
the total operation cost (energy consumption+revenue loss)
is minimized. They propose an exact ILP and an efficient
heuristic to solve each problem.
4.4.2

VRC problem

Eramo et al. [83] formulate the Energy-aware VRC problem
and prove that it is NP-hard. Here, some VNFs need to
be migrated from their “source” servers to “destination”
servers in order to switch off extra idle servers for saving
energy. Hence, the total energy consumption consists of (1)
consolidation energy consumption: which characterizes the
energy to execute the VNFs on “destination” servers and
(2) migration energy consumption, which accounts for the
energy of keeping active of “source” servers. They subsequently propose a heuristic with the aid of a multi-stage
graph, which can represent the energy consumption in different time intervals. In [84], three components are assumed
to be energy-consuming, namely (1) servers, (2) network
router nodes, some of which are connected with servers and
(3) links. When there is no traffic traversing network nodes
and links, they can be switched off to save energy. Moreover,
they model that the requested resource in terms of capacity
[) − ∆, η(f
[) + ∆],
of VNF f varies in the range of: [η(f
[
where η(f ) indicates the average processing capacity of f
(requested resources) and ∆ implies the maximum deviation. They first present an ILP formulation that solves the
Γ-robustness VPTR problem, where the traffic demands are
allowed to deviate within a given bound Γ. Subsequently,
they present a fast variable fixing heuristic that exploits
structural information coming from the linear relaxation of
the problem.
4.4.3

Discussion

The energy consumption can be regarded as a “cost”, but
it is not linear according to Eqs. (16)-(17). Due to this
reason, the corresponding solutions for solving the costaware resource allocation in NFV cannot be directly applied
here. Moreover, due to the nonlinearity and nonconvexity of
energy constraints, it is difficult to devise approximation algorithms via the aforementioned approaches in Section 2.5.
Therefore, the algorithms that apply column-generation,
GBD or ADMM approaches may be efficient to work based
on an exact solution.
4.5 (Multi-Objective) Resource Allocation in Edge
Cloud
The concept of Mobile Edge Computing (MEC) [85] has
been proposed to bring the computing resources closer to
end users by installing small resource-limited cloud infrastructures at the network edge (also called edge clouds),
so as to provide delay-guaranteed services to end users.
Applying NFV to MEC will not only shorten the servicing
delay for end users but service providers will also benefit
from lower expenditures and higher efficiency. The user
requested service, in this context, consists of a sequence of
VNFs that need to be placed on edge or public clouds. In
this subsection, we will survey the literature about resource
allocation in NFV in Edge Cloud.

4.5.1 VPTR problem
In [86], Riggio et al. address the wireless VNF placement
and traffic routing problem in the radio access network.
Compared to the conventional wireline networks, there is
an additional requirement, which is called radio resources
(but also additive, similar to e.g., cost) for both VNF and
node. Riggio et al. [86] present an ILP and a heuristic for the
problem. Wang et al. [87] study the VPTR problem to jointly
minimize the ratio of resource utilization regarding link
load ratio and node’s CPU utilization ratio. They present
a rounding-based approximation algorithm to solve this
problem. Yang et al. [88] propose an approximation algorithm to solve the VPTR problem in edge clouds by taking
into account both fully ordered and partially ordered SFCs.
The proposed approximation algorithm in [88] leverages
randomized rounding technique and assumes that the paths
between each node pair are known/given.
Moreover, there are also some work addressing the
multi-objective VPTR problem (e.g., jointly optimize cost,
delay, reliability, etc.). However, as the VPTR problem itself
is NP-hard to solve, the multi-objective VPTR problem is
even harder and only straightforward heuristics [89], [90],
[91] are devised to solve it.
4.5.2 VNFP problem
Cziva et al. [92] tackle the VNFP problem at the network
edge in order to minimize the total expected latency from
all users to their respective VNFs. They further employ
Optimal Stopping Theory to determine when to re-evaluate
the optimal placement problem by taking into account the
migration cost and random path delay. However, they assume that only one VNF is enough to provide a service to
one user instead of a sequence of VNFs. Yang et al. [93]
study how to place NFV-enabled service on a minimum
number of edge nodes and find routes from the access
point to the requested service located node in order to
meet the delay requirement. They propose a heuristic-based
incremental allocation mechanism to solve this problem.
Nam et al. [94] provide a clustered NFV service chaining
(cNSC) scheme that applies the stochastic model to compute
the optimal number of clusters that place VNFs according
to their popularity to minimize the end-to-end time of MEC
services. Jemaa et al. [95] model the requests to the end cloud
as M/M/1 queue, and the requests to the public cloud as
M/G1/∞ queue. Subsequently, they propose an exact ILP
to solve how to place the VNFs in edge clouds without
violating the delay constraint.
Song et al. [96] study the VNFP problem in 5G edge
networks by considering the user’s mobility. They [96] first
propose a user grouping model based on users’ context
geographical information and then define (and compute
the optimum number of the) clusters to minimize the endto-end delay of network services. Subsequently, a graph
partitioning algorithm assigning VNFs to clusters in the
edge network is presented to minimize user movement
between clusters and optimize the data rate that users lose
due to VNF migration.
4.5.3 Discussion
In the context of edge clouds, the VPTR problem needs to
additionally consider the user’s location as well as both
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the wireless transmission between the user and edge server
and wireline link transmission between edge server and
cloud server. In this sense, jointly considering multiple QoS
parameters will make this problem difficult to solve but
deserves us to further explore it in future work.
4.6

On-Line Provisioning for NFV

In the on-line provisioning, the knowledge of the future
traffic matrix is not known. An online policy x is said to
g(x)
be β -competitive, if OP T ≤ β , where g(x) is the achieved
cost of policy x and OP T is the cost of the optimal solution.
In this subsection, we will focus on surveying the literature
about on-line NFV resource allocation in NFV.
4.6.1 Prediction-based Online Scheduling
Mijumbi et al. [97] propose a graph neural network-based
algorithm by exploiting topology information of service
chains, to predict future resource requirements for each VNF
component. Bu et al. [98] leverage the Auto Regression (AR)
to predict the long-term and short-term VNF popularity,
which is defined as how frequently a VNF is requested.
Based on the prediction, they devise a dynamic network
function deployment mechanism, which pre-deploys appropriate function before they are massively requested, and
deploys a few of the newly requested functions according
to the current network status in real time.
In [99], [100], it is assumed that there is a number of |T |
time intervals, and a traffic demand ri arrives at time ti and
lasts for zi time intervals. The traffic rate of traffic demand
varies over time. The VNF capacity should be no less than
the traffic demand’s rate, otherwise new VNF instances
should be launched in order to satisfy the requested traffic
rate. Zhang et al. [99] address the cost-aware VNFP problem
by employing an online gradient descent (OGD) prediction
algorithm to predict the future VNF demand. Fei et al. [100]
apply an efficient online learning method called follow-theregularized-leader (FTRL) to predict the upcoming flows
with bounded prediction regret compared to the best static
prediction strategy. Based on the prediction algorithm, they
further devise approximation algorithms on how to place
new required VNFs and route flows among them. Together
with prediction and approximation algorithms, an online
competitive algorithm has been proposed to solve the costaware VNFP problem. However, as we mentioned earlier,
the traffic in reality behaves dynamically and irregularly,
which is not easy to predict. In this sense, the predictionbased online scheduling algorithms may not work very
efficiently in practice.
4.6.2 Regularization-based Online Scheduling
Guo et al. [101] develop an online algorithm based on
Primal-Dual technique to decide whether to accept or reject
each incoming NFV request by finding paths between each
VNF pair such that the network throughput is maximized.
In [101], the paths between each node pair are assumed to
be known and the VNFs are also assumed to be placed on
existing nodes. Jia et al. [102] study the problem of online
scaling of NFV service chains across geo-distributed datacenters. Jia et al. [102] first leverage the regularization-based
technique to transform the integer offline formulation of

the problem into a sequence of one-shot sub-problems, and
then design an online dependent rounding scheme to obtain
the final solution yielding a guaranteed competitive ratio.
Similar to the approach in [102], Zhou et al. [103] devise
an online orchestration framework for placing VNFs and
routing in edge clouds by leveraging the regularization and
rounding technique. However, in [102], [103], it is assumed
that each (edge) cloud or datacenter node is inter-connected
with high-speed links and the network constraints such as
path selection issues and the link capacity constraint are not
taken into account.
Moreover, the aim in [104] is to minimize both the operational costs (placing VNF on a node) and deployment costs
(transferring a VM image from one node to another). An
online algorithm based on the ski-rental algorithm for the
online VPTR problem with the bounded competitive ratio is
presented in [104]. Chen et al. [105] present a decentralized
online approach for optimal placement and operations of
VNFs by using a new stochastic dual gradient method,
where prices for service processing and routing costs as well
as traffic demands are assumed to be stochastic.
4.6.3 Discussion
The surveyed on-line provisioning literatures have shown
that a provable competitive ratio can be achieved by their
proposed algorithms, which are the main contributions and
novelties of these algorithms. Nevertheless, even with a
provable bound or ratio, the worst-case performance sometimes is still not very satisfied and this encourages us to
further improve the online algorithm’s competitive ratio
theoretically and increase the efficiency of the algorithms
in practice.
4.7

Distributed Provisioning: Game theory

So far, all the surveyed literatures adopt a centralized
resource allocation manner, where a global view of the
network knowledge is known. In this subsection, we will
survey the literatures about game theory approaches which
can solve the resource allocation problem in NFV in a
distributed way.
4.7.1 C-VNFP problem
Leivadeas et al. [106] propose a partition game model to
solve the VNFP problem and prove that a Nash Equilibrium
(NE) exists. The multiple VNFs can be placed on the same
server as components or internal software processes. Hence,
the authors define the VNFP problem as a partition problem
where each server can be regarded as a partition. The goal
of the partition game is that the VNFs can be placed in
appropriate cloud sites, while minimizing deployment cost.
Bian et al. [107] propose a distributed and low-complexity
algorithm that is inspired by game theory, where the players
are the users who behave selfishly until they reach a NE.
Each user subscribes to a specific network service which is
denoted by an ordered VNFs chain. The strategies are the
VNF locations of each service chain. The utility function is
the sum of the latency and congestion. The innovation of
[107] is to balance latency and congestion by considering
failures due to user/resource unavailability in the model.
Chen et al. [108] present a mixed strategy non-cooperative
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game, where servers compete for the optimal VNFs placement strategies and distribution due to revenue and QoS
incentives.
4.7.2 C-VPTR problem
In [109], the players are the Access Points (AP), and the
strategies are the set of task rates of each AP. Therefore,
the network utility function is defined as the sum of the
operational cost and average response time. The problem
can be considered as a weighted sum approach of a general multi-objective optimization problem, which is an NPhard problem. So, the equilibrium of the algorithm is αapproximate equilibrium. In the proposed algorithm, the
players selfishly choose their paths among APs and MEC
servers with the least cost accordingly. Furthermore, the
authors propose an enhanced algorithm based on public
service advertising (PSA), which improves the convergence
performance and equilibriums efficiency. Obadia et al. [110]
regard each request as a greedy player trying to optimize
its own placement to minimize its own costs, and they
propose a game theoretic-based heuristic to solve the costaware VPTR problem. The NE is defined as the combination
of strategies, where the players choose the optimal placement and the shortest path to route their traffic. D’Dro
et al. [111] formulate the cost-aware VPTR problem as
an atomic weighted congestion game, and show that the
game possesses a weighted potential function and admits a
NE. Subsequently, they propose a distributed and privacypreserving algorithm which can converge to the NE to solve
the cost-aware VPTR problem.
4.7.3 Discussion
Due to the lack of global network knowledge, it is usually
assumed in the above surveyed literature that a set of
VNF placement configurations/solutions is known or given.
Moreover, in terms of routing issues, either conventional
shortest path [110] is adopted or it is assumed that there
always exists a path in the network [111]. In this sense, the
game theory-based approach does not essentially solve the
resource allocation problem in NFV compared to combinatorial optimization-based approaches, and cannot guarantee
QoS such as service delay.

parting a large-scale network, they propose an optimized
k-medoids clustering approach from ML which proactively
partitions the substrate network into a set of disjoint ondemand clusters. Each cluster seeks to optimize some attributes such as CPU, energy, delay, and bandwidth. The
approach is time-aware in the sense that it works in a
repeated manner to provide network administrators with
different placement and readjustment decisions at different
time moments. Gupta et al. [113] propose a distributed and
dynamic placement algorithm namely Predictive-Adaptive
Real Time (P-ART) in a multi-cloud environment for advantageous flexibility in optimizing performance and cost. By
taking care of long-term traffic variations, the method makes
the predictions closer to reality. These predictions are then
used by a randomized placement heuristic that carries out
a fast cloud selection using a least-cost latency-constrained
policy. Specifically, the policy is used as a feature to train
ML models such as Random Forest, SVR, KNN, and MLP.
Thus, the algorithm optimizes the cost by selecting the
clouds and increases the speed of placement. NFVdeep [129]
is an adaptive, online, deep reinforcement learning (DRL)
method that automatically deploys VNFs with different QoS
requirements. The goal of this method is to jointly optimize
the throughput and cost. The architecture of NFVdeep consists of two parts: NFV environment and NFVdeep agent.
The NFV environment is the NFV network, including the
servers and links in the network topology, and the NFVdeep
agent is designed as a DNN. In particular, the NFVdeep
agent obtains state information from the NFV environment
and automatically selects an operation as a return. After
the agent takes action, the NFV environment transfers the
reward to the agent. Finally, the agent updates the relevant
policy according to the reward and repeats the process until
the reward converges. Moreover, there are some other work
[114], [115], [116], [117] dealing with VNFP problem via
DRL approach. Nevertheless, we found that using the MLbased approach to solve resource allocation problems in
NFV shows its great potential and needs to receive more
attention based on the following challenges/aspects:
•

•

5

E MERGING TOPICS AND F UTURE W ORKS

•

There are still open domains or interesting topics that need
to be considered in depth about resource allocation in NFV
which we will suggest below. In all, a summary of the whole
literature review is given in Table 1.
5.1

•

Since an ML-based approach cannot guarantee to
find an optimal solution due to the use of training,
can we improve the accuracy of ML-based approach?
How to further reduce the convergence/training
time of ML-based approach.
What is the performance ratio of using ML-based approach for solving NFV resource allocation problem
in theory (if any).
Apart from DRL related approach, can some other
ML-based approaches be used to solve NFV resource
allocation problem? (e.g., graph neural networks)

Machine Learning-based Approaches

With the proliferation of Machine Learning (ML) approaches especially Deep Reinforcement Learning (DRL),
researchers have recently explored these methods to solve
the resource allocation problem in NFV. For instance, Wahab
et al. [112] model the VRC problem as an Integer Linear Programming (ILP) problem. Subsequently, they design
ML-based algorithms that intelligently eliminate some cost
functions from the proposed ILP to boost its feasibility
in a large-scale network. Afterwards, for the purpose of

5.2

Security-Aware Resource Allocation

As NFV yields numerous benefits such as lower CAPEX and
OPEX, the software-enabled functions are vulnerable to a
number of security threats [130], compared to the hardwareimplemented middleboxes. Even though there is research
(please see [131] and papers therein) that analyzes security
threats and conduct studies on security mechanisms that are
applied in traditional scenarios and in NFV environments,
the security-aware resource allocation in NFV receives less
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TABLE 1: Summary of the literature review about resource allocation in NFV.
Ref.
[37]
[38]
[39]
[39]
[40]
[41]
[42]
[43]

Problem
C-VPTR
C-VPTR
C-VPTR
C-VPTR
C-VPTR
C-VPTR
C-VPTR
C-VPTR

Solution
exact heuristic
approximation
heuristic
heuristic
heuristic
heuristic
approximation
approximation

Technique
min-max
rounding
concrete alg.
concrete alg.
greedy
concrete alg.
relaxation
rounding

[44]

C-VPTR

exact

ILP

[45]
[35]
[46]
[47]
[48]
[49]
[50]

heuristic
heuristic
heuristic
approximation
exact, heuristic
exact
heuristic

[52]
[53]
[55]
[56]
[57]
[58]
[59]

C-VNFP
C-VNFP
C-VNFP
C-VNFP
C-VNFP
C-VNFP
C-TRR
SP
MF
Multicast
C-VRC
D-VPTR
D-VPTR
D-VPTR
D-VPTR
D-VPTR

approximation
heuristic
exact
heuristic
heuristic
exact
heuristic

bipartite graph
dynamic programming
Markov
rounding
correlation-based
ILP
ADMM
auxiliary
ILP
Steiner tree
column generation
MILP
ADMM
queueing
column generation
greedy

[60]

D-VPTR

heuristic

concrete

[61]
[62]

D-TRR

heuristic

layered-graph

[63]

D-multicast

heuristic

MST

[64]

D-VNFP

heuristic

Markov Chain

[65]
[66]
[67]
[69]
[70]
[71]
[72]
[73]
[74]
[75]
[77]
[78]
[79]

D-VNFP
D-VNFP
R-VPTR
R-VPTR
R-VPTR
R-VPTR

heuristic
approximation
heuristic
heuristic
heuristic
heuristic

R-VPTR

heuristic

[51]

R-VPTR
R-VNFP
R-VNFP
R-TRR

exact

Ref.
[80]
[19]
[81]
[83]
[84]
[86]
[87]
[88]
[89]
[90]
[91]
[92]
[93]
[94]
[95]
[96]
[97]
[98]

Problem
E-VPTR
E-VPTR
E-VPTR
E-VRC
E-VRC
EC-VPTR
EC-VPTR
EC-VPTR

Solution
exact
heuristic
approximation
heuristic
heuristic
exact
approximation
approximation

Technique
ILP
rounding
Markov
multi-stage graph
variable fixing
ILP
rounding
rounding

EC-VPTR

heuristic

concrete

EC-VNFP
EC-VNFP
EC-VNFP
EC-VNFP
EC-VNFP
O-VPTR
O-VNFP

heuristic
heuristic
heuristic
exact
heuristic
heuristic
competitive

OST
incremental allocation
stochastic theory
ILP
partitioning
GNN
AR

[99]

O-VNFP

competitive

OGD

O-VNFP
O-TRR
O-VPTR
O-VPTR
O-VNFP
O-VNFP
C-VNFP

competitive
competitive
competitive
competitive
competitive
competitive
heuristic

FTRL
primal-dual
regularization, rounding
regularization, rounding
ski-rental
dual gradient
k-medoids clustering

C-VNFP

heuristic

Game theory

C-VPTR

heuristic

Game theory

C-VNFP

heuristic

ML

C-VNFP

heuristic

DRL

KKT
Jackson network
recursive
C-SP
concrete
concrete

[100]
[101]
[102]
[103]
[104]
[105]
[112]
[106]
[107]
[108]
[109]
[110]
[111]
[113]
[114]
[115]
[116]
[117]
[118]
[119]
[120]
[121]
[122]
[123]

S-VNFP
security
security
defense patterns
multipath
VNFP mobile 5G

heuristic
exact
exact
heuristic
heuristic
exact

PRBC
model
model
partitioning
load balancing
ILP

K-SP

[124]

CDN

heuristic

bargaining

exact
graph model
[125]
RAN
exact
heuristic
bounds
heuristic
GBD
[126]
VPTR mobility
heuristic
exact
ILP
[127]
TRR-SDN
heuristic
approximation
primal-dual
[128]
VPTR-SDN
approximation
C: Cost, D: Delay, R: Resilience, E: Energy, EC: Edge Clouds, O: Online, S: Security

attention. For example, how to securely place VNFs and
(re)route traffic to defend against DDoS attack [132], VM
escape attack or other threads. Among the security-related
research in NFV, Guan et al. [118] claim a subset of network nodes in the network are “key” nodes, and present
a Path Routing Betweenness Centrality (PRBC) metric to
represent this group of nodes, which implies the maximum
probability that packets go through at least one node in
this group. They subsequently present a successive heuristic
to place Virtual Security Network Function (VSNF) such
as firewall and intrusion detection on the calculated PRBC
nodes. Park et al. [133] presents a light intrusion detection
system by utilizing a chain of network functions in NFV
based on ClickOS. In [119], [134], the security constraints in
NFV refer to that VSNF must be placed on a certain subset

Benders
layer graph
matching
Markov approximation

of nodes (e.g., close to the user for a shorter delay) and
prevented to be placed on a certain subset of nodes (e.g.,
critical regions from potentially malicious user traffic). An
exact ILP and an efficient heuristic are proposed in [134] to
solve the VNF placement and routing problem where both
delay and security are taken into account. Similarly, in [120],
the security constraints include: (1) a set of VNFs that can
be co-located, (2) a set of VNFs that should be co-located,
(3) a set of VNFs that should not be co-located, and (4) a
set of VNFs that should not share instances. Shameli-Sendi
et al. [121] define a set of network security defense patterns,
which means the sequence/relation among required VNFs.
More specifically, for any two VNFs, the patterns include,
unordered, ordered, composition, location-aware, collaborative, etc. According to these defined security patterns,
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Shameli-Sendi et al. [121] further propose a partitioning and
segmentation-based heuristic to solve the VNFP problem. .
5.3

State-of-the-Art

Since the VPTR problem and its variants are proved to be
NP-hard, approximation algorithms with proved approximation performance ratio have been devised, but with an
assumption of a loose constraint (e.g., non-ordered SFC, a
set of placement and routing configurations are known.)
of the problem. We even found that no approximation
algorithm has been devised to solve the VRC problem.
Hence, we still need to further investigate the “hardness”
of the addressed problems, analyze the problem properties
and devise approximation algorithms (in the general form)
or efficient heuristics. Moreover, in this survey, we assume
a single-path routing scheme (unless otherwise specified),
which means that the data packets cannot be split through
an SFC. Therefore it is interesting to further study the VPTR
problem with multiple QoS parameters when multipath
routing [42], [122], [135] or multicast routing [52] is allowed.
5.4 Wireless Virtual Network Functions and Other Network Application Domains
While the majority of work as we summarized above have
been directed to the scenario where data flow traverses in
wireline networks in an SFC, the VPTR problem over wireless networks has received less attention. More specifically,
when the nodes are connected via wireless channels, the
traffic routing in terms of delay and packet loss among these
nodes depends on the signal attenuation intensity, transmitting frequency or other metrics. The data transmission and
communication models [136], [137] differ from the ones in
the wireline networks, and hence the VPTR problem should
be reconsidered. As such, the NFV resource allocation problem in 5G mobile networks [123], network slicing [138],
IoT [139] and other network application domains such as
Content Delivery Networks (CDN) [124] and Radio Access
Networks (RAN) [125] need to be further investigated in
future.
5.5

Mobility management in NFV

In 5G-enabled mobile edge computing networks, the network service region is partitioned into different cells and
each cell is located with edge servers. The end users stay in
one cell whose NFV service request is accommodated by its
local edge servers in this cell. Typically, the end user moves
erratically, and when an end user roams to another cell, it
will trigger handover delay. In this sense, the NFV services
should be dynamically migrated [126] among multiple edge
clouds to maintain the service performance (e.g., guarantee
a user-perceived delay). Therefore, it is necessary to consider
the user’s mobility by solving which VNF to migrate to
which edge server, how to find appropriate paths within
an SFC after migration, etc.
5.6

the control plane from the data plane. In SDN, the network intelligence stays in a logically centralized softwarecontroller (control plane), and network equipment (data
plane) can be programmed via an open interface (like OpenFlow [141]). NFV and SDN are two independent innovation
technologies, but they can work together for a joint flexible,
efficient, agile network management and service development [142]. The surveyed resource allocation algorithms in
this survey can, for instance, be implemented in an SDN
controller in an SDN-enabled NFV framework. Hence, it
is necessary to consider network management and control
related metrics such as network control overhead when
designing resource allocation algorithms [127], [128].

6

NFV offers more flexibility by replacing dedicated hardware
implementations with software instances and it provides
more possibilities for shorter deployment cycles and service
upgrades. In this survey, we first generalize and analyze
four representative resource allocation problems (variants),
namely, (1) the VNF Placement and Traffic Routing problem,
(2) VNF Placement problem, (3) Traffic Routing problem
in NFV and (4) the VNF Redeployment and Consolidation
problem. After that, we study the SFC delay calculations
and VNF protection schemes as well as VNF placement
availability in NFV resource allocation. Subsequently, we
classify and summarize the representative work for solving
the generalized problems by considering various QoS parameters (e.g., cost, delay, reliability, energy) and different
scenarios (e.g., edge cloud, online provisioning, distributed
provisioning). Finally, we conclude our survey with a short
discussion on the state-of-the-art and emerging topics in
the related field, and highlight areas where we expect high
potential for future research.
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S. Latré, “Coordinated service composition and embedding of
5G location-constrained network functions,” IEEE Transactions on
Network and Service Management, vol. 15, no. 4, pp. 1488–1502, Dec
2018.
T.-W. Kuo, B.-H. Liou, K. C.-J. Lin, and M.-J. Tsai, “Deploying
chains of virtual network functions: On the relation between link
and server usage,” in IEEE INFOCOM, 2016, pp. 1–9.
H. Feng, J. Liorca, A. M. Tulino, D. Raz, and A. F. Molisch,
“Approximation algorithms for the NFV service distribution
problem,” in IEEE INFOCOM, 2017.
L. Guo, J. Pang, and A. Walid, “Joint placement and routing of
network function chains in data centers,” in IEEE INFOCOM,
2018.
M. Hamann and M. Fischer, “Path-based optimization of nfvresource allocation in sdn networks,” in ICC 2019 - 2019 IEEE
International Conference on Communications (ICC), 2019, pp. 1–6.
C. You and L. M. Li, “Efficient load balancing for the VNF
deployment with placement constraints,” in IEEE International
Conference on Communications (ICC), May 2019, pp. 1–6.
C. Pham, N. H. Tran, S. Ren, W. Saad, and C. S. Hong, “Trafficaware and energy-efficient vNF placement for service chaining:
Joint sampling and matching approach,” IEEE Transactions on
Services Computing, 2017.
A. Tomassillik, F. Giroire, N. Huin, and S. Pérennes, “Provably
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